
 

 

 

Quality Aware Adaptive Biometric  

Systems  

 

 

By 

Ali Jassim Abboud 

 Department of Applied Computing 

      

 

 

 

A thesis submitted for the Degree of Doctor of Philosophy 

in Computer Science to the School of Science in the 

University of Buckingham. 

 

 

October 2011 



 

 II 

Abstract 
Quality Aware Adaptive Biometric Systems 

By Ali J. Abboud 

 

In recent years there has been surge of interest by the research academic and industrial 

communities in biometric systems resulting in significant technological advances as 

well as the emergence of new challenges. Nowadays, biometric technology is 

sufficiently mature and is being applied in a variety of real-life, everyday applications 

including access control, ID cards, securing financial transactions, visual surveillance, 

identity management, etc. However, most recent investigations highlight a serious 

influence of biometric data quality on the performance of biometric systems. Quality 

assessment of biometric data is becoming a more active research area and is gaining 

special attention in the biometric community for its important role in improving 

performance and efficiency of identity management systems. Biometric data quality has 

an impact on the various processing stages (e.g. feature extraction, template selection, 

and matching). Incorporating quality information at each stage of the biometric system 

can help to achieve significantly improved performance. This thesis is focused on using 

face biometric quality measures to develop quality-based adaptive techniques. The main 

aim of these techniques is to boost the performance of the biometric system by 

incorporating biometric data quality awareness procedures and adapting 

verification/identification accordingly. Our investigations into adaptive quality-based 

face recognition consist of five closely related and complementary components: 

 (1) We first study state-of-art quality assessment of face images and describe a unified 

taxonomy for quality measures of face images highlighting their impact on matching 

accuracy. Quality-based adaptive normalization techniques will be developed and used 

to select the best way to restore reasonable quality. Adaptive enhancement technique 

will be shown better than the corresponding non-adaptive blind enhancement because 

the former avoids unnecessary enhancement that can cause noise and emergence of 

artefacts.  

(2) We investigate the influence of biometric sample quality on Relative Entropy (RE) 

present in biometric data captured under different quality conditions. RE values of a 

user‟s biometric features is the amount of information that distinguishes the user from a 

given population.  We observe that severe degradation in the image quality may result 

in more than (75%) drop in RE values in face images. We shall also establish that 

different feature extraction techniques (e.g. PCA and different wavelet subbands) yield 
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different RE values. We shall demonstrate that for each of the feature extraction 

techniques there is a strong positive correlation between RE and the accuracy of 

biometric system. These investigations also reveal individual differences in RE values 

which can be exploited to customise and improve face recognition.  

(3) We propose an adaptive incremental fusion scheme to determine the optimal ratio 

(i.e. optimal subset of features) of partial face images for each different quality 

condition. We demonstrate that such a scheme is also useful for full face images to 

enhance authentication accuracy significantly. One of the important conclusions of this 

investigation is that the percentage of partial/whole facial images required to achieve the 

optimal performance of face recognition varies from (3%) to (80%) of the face image 

according to two criteria: (a) face image quality and (b) the available part of the face 

image. Interestingly, even for low face image quality, authentication accuracy can be 

improves significantly. Nevertheless, this scheme shows that the biometric features 

should be evaluated and selected adaptively, based on the quality of the biometric data. 

(4) We investigate a quality-based clustering approach to template selection approach 

that adaptively selects an optimal number of templates for each individual. The number 

of biometric templates depends mainly on the performance of each individual (i.e. the 

gallery size should be optimized to meet the needs of the target individual). The benefits 

of adaptive biometric template(s) selection techniques include: (a) significant storage 

reduction (b) provision for noise tolerance and (c) provide a trade-off between required 

biometric system performance (i.e. accuracy) and the available storage resources.  

(5) We propose a method to adjust the decision threshold of face recognition system 

adaptively based on the quality of input face images. Unfortunately, the performance of 

face recognition schemes under different quality conditions, reported in the literature, 

are evaluated using non-adaptive thresholds that are not practical in real-life 

applications. In fact, non-adaptive thresholding could become a source of attack that 

interferes with the verification through manipulating the recording condition.  

We conclude that our investigations provide strong evidence for the use of quality-

based adaptive face recognition schemes for improved performance and pave the way 

for the development of environment-aware recognition systems. 
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"All this and they have to avoid getting eaten! Only the best adapted to their 

environment will survive long enough to reproduce, and so pass on their genes to the 

next generation. A successful organism is one that is well adapted to its environment, 

so it can pass on it characteristics to its offspring" 

Theory of Natural Selection  

Charles Robert Darwin (12 February 1809 – 19 April 1882) was an English 

naturalist. He established that all species of life have descended over time from 

common ancestry, and proposed the scientific theory that this branching pattern of 

evolution resulted from a process that he called natural selection. 

http://en.wikipedia.org/wiki/English_people
http://en.wikipedia.org/wiki/Natural_history
http://en.wikipedia.org/wiki/Species
http://en.wikipedia.org/wiki/Common_descent
http://en.wikipedia.org/wiki/Scientific_theory
http://en.wikipedia.org/wiki/Phylogenetics
http://en.wikipedia.org/wiki/Evolution
http://en.wikipedia.org/wiki/Natural_selection
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Chapter 1  

Introduction 
 

The words “Biometrics” and “Biometry” have two different uses depending on the 

application context. At the turn of the 20th century those two words were used to refer 

to the set of mathematical and statistical tools to solve data analysis problems in the 

biological sciences (International Biometric Society (IBS) Journal, 2011). However, 

recently the term “Biometrics” or “Biometric Recognition” has been used to refer to the 

newly established research area and technologies to automate personal identity 

authentication/identification using biological traits such as face, iris, fingerprint or/and 

signature. The development of such technologies has received more attention in recent 

years because of their wide ranging applications in government, forensics and most 

recently in civilian applications (Jain et al., 2008). Examples of these applications 

include shared network resources, granting access to nuclear facilities, performing 

remote financial transactions, or boarding a commercial flight (Li, 2009). Furthermore, 

recognizing human in unconstrained environments at a distance is becoming very 

important for surveillance applications, fighting against terrorism and against crime. 

Automatic person recognition has been a field of study for more than 30 years but the 

deployment of biometric technologies after this period of investigation is limited by 

several factors such as acquisition conditions (i.e. environmental conditions) and human 

behaviour (i.e. pose, expression). In many cases, these limitations stem from the 

challenges associated with considerable variation in recording conditions between the 

training stage and deployment stage. These variations have an adverse impact on 

recognition rate in uncontrolled environments (Huang et al., 2007; Ruiz-del-Solar et al., 

2009) as in the case of surveillance. In general, current biometric systems are far from 

being applicable in all environments (i.e. controlled and uncontrolled) and also to be 

close to the capability of human perception. 

The aim of this introductory chapter is to explain the basics of biometric systems, their 

characteristics, face recognition systems, adaptive biometric systems and performance 

evaluation of these systems. The variation in performance of recognition 
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different individuals is described in this chapter to help understand the ideas discussed 

in the next chapters about individual differences. We close this chapter by stating the 

motivation of this thesis, research contributions and the outline of the thesis. 

 

1.1 Biometric Systems 

Biometric systems aim to identify/verify a person‟s identity using anatomical 

characteristics such as (face, iris, fingerprint, hand) and/or behavioural characteristics 

such as (voice, signature). These characteristics are referred to as traits, identifiers, 

indicators or modalities and examples of these traits are depicted in Fig. 1-1.  

 

 

 

 

 

 

 

Figure 1-1: Examples of biometric modalities. 

 

Biometric systems are used for different purposes but their main use is related to the 

protection of resources (Jain et al., 2008) as a more reliable authentication security 

technology than existing traditional authentication technologies that are either 

knowledge based (e.g. password or PIN) or token based such as (ID card). Biometrics, 

unlike traditional schemes, cannot be stolen, lost or forgotten (Jain et al., 2008). The 

suitability of any biometric trait for an application depends on several factors (Li, 2009) 

including: 

 Universality: All individuals should have this characteristic. 

                                  

 

                                    

Face Fingerprint Signature Iris 

Voice Gait Hand Geometry   Retinal Scan 
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 Uniqueness: the biometric trait should have enough salient discriminative 

information across a population. 

 Invariance over time: the biometric trait has to be sufficiently stable over specific 

periods of time. 

 Measurability: the biometric trait should be easy to acquire and not 

cause inconvenience to the individual. 

 Accessibility: the biometric system users should be willing to allow their biometric 

trait to be used. 

 Circumvention: this refers to the possibility of imitating the biometric trait by 

attackers (i.e. the degree of resistance to potential attacks and threats). 

 System cost: how much the biometric system will cost to implement if this trait is 

used. 

 

The recognition process in a biometric system can be performed in two modes 

depending on the application context, as shown in Fig. 1-2. 

(1) Verification: In this mode of recognition, the claimed identity is verified, “Does this 

biometric data belong to Chris?”. It is a “one to one” comparison between the acquired 

individual biometric data and stored template (s) of individuals in the database. Also it 

can be done with password, ID card or user name, see Fig. 1-2, middle part.  

 

 (2) Identification: In this mode of recognition, the biometric system returns the 

identity of an individual by searching the set of available identities (or return fail if it 

can not find the identity), “Whose biometric data is this?”. Such type of recognition is 

“one to many” comparison between the acquired biometric data and all the biometric 

templates in the database. There are two types of identification:  

(1) Positive identification: Try to prove that a given person identity exists in the 

database of the enrolled persons, “proving I am someone enrolled in the system”. The 

main aim of this type of identification is to prevent multiple users claiming the same 

identity. 

 

(2) Negative identification: Try to prove that a given person is not in the given 

database of the enrolled persons, “proving I am not someone enrolled in the system”. 

For example, a law enforcement agency attempts to prove a person is not on their 
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“watch list” database and this should help in catching criminals. It could also be used 

for preventing some users registering multiple times in some services (e.g. driver 

licensing and social service eligibility systems).   

 

Figure 1-2: Enrolment and recognition (verification and identification) stages of a biometric system, 

(adapted from (Jain et al.,  2008)). 

 

Fast deployments in communication, computer networking and transportation 

technologies and increased fears about security issues have highlighted the need for 

reliable authentication of user identity in several different applications. The applications 

of biometrics can be classified into three main groups (Jain et al., 2008): (1) commercial 

applications such as access control (2) government applications such as national ID card 
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and (3) forensic applications such as corpse identification. Fig. 1-3 presented below 

shows examples of biometrics applications at border crossings for immigration control. 

 

Figure 1-3: Deployment of biometrics systems at border crossings for immigration control. (a) face 

recognition system (Smart Gate) at Sydney airport, (b) iris recognition system at Amsterdam Schiphol 

airport , (c) at Manchester airport (UK) and (d) at UAE airport ;  (e) fingerprint recognition using index 

fingers at airports in Japan (f) ten fingerprint acquisition at airports in the United States (g) fingerprint-

based immigration clearance for passengers at Hong Kong airport (h) vehicular clearance using 

fingerprint and face in Hong Kong, (adapted from (Jain and Kumar, 2010)). 

 

1.2 Performance Evaluation of Biometric Systems 

The decision errors in biometric systems are due to errors occurring in one of the 

biometric system processing modules such as biometric data acquisition, feature 

extraction and matching. Recently, many biometric systems are being deployed; so 

many efforts have been expended to develop benchmarking experimental datasets and 
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protocols. Performance measures are used to evaluate the processing speed, recognition 

accuracy and other characteristics of the biometric system using these datasets and 

protocols (Li, 2009).  The processing speed represents the throughput rate; it means the 

number of users that can be processed per unit time; while recognition accuracy can be 

quantified by using several error rate measures such as equal error rate (EER), Failure-

to-Acquire (FTA), False Accept (FA) and False Reject (FR). Besides the basic 

performance measures, there are graphical measures such as Receiver or Relative 

Operating Characteristic (ROC) and Detection Error Trade-off (DET) curves that 

present the overall performance of the biometric system or algorithm. In the rest of this 

thesis, we followed the operational procedure described in Maio et al. (Maio et al., 

2002) to compute EER of the biometric system. The performance evaluation measures 

can be categorized into three main categories (Li, 2009): 

(1) Performance measures for verification system: there are three main performance  

measures for verification systems: 

 False Reject Rate (FRR): is the proportion of verification attempts with truthful 

identity rejected. 

 False Accept Rate (FAR): is the proportion of verification attempts with 

wrongful identity accepted by the biometric system. Sometimes, FAR is called 

Type II error, false positive or false alarm. 

 Equal Error Rate (EER): is computed as the point of intersection in the 

matching score distribution where (FRR=FAR). Sometimes, the matching score 

distribution is not continuous and there is no cross-over point. 

(2) Performance measures for identification systems: the most used performance  

measure for identification systems is: 

 Correct Identification Rate (CIR): is the number of times the correct identity 

of the individual is selected as the most likely identity among all identities. The 

identification rate at rank k is the number of times that the identity of the 

individual is selected within top k matches. 

(3) Graphic performance measures: measuring the performance of biometric system 

(verification or identification) at one threshold point or rank level is inadequate to 

show the full capabilities of the biometric system, therefore it is best represented by 

a complete performance curve. The total performance of the biometric system is 

represented graphically using ROC or DET. They are classical approaches for 
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showing the performance of pattern-classification, detection and medical systems. 

It can be used to compare the performance of multiple systems in the same 

conditions or the performance of a single system under different conditions. For 

example, the total performance of the verification system can be described by 

drawing the false positive (FAR) on the x-axis and false negatives on the y-axis 

(FRR).        

 

1.3 Face Recognition Systems 

Face is one of the most natural and desired non-obtrusive biometric trait for use in 

unconstrained and unsupervised person recognition. Automatic face recognition has 

been investigated extensively in recent decades (Penev and Atick, 1996; Phillips et al., 

2005; Li and Jain, 2004; Zhoa et al., 2003; Zhou et al., 2006). It has many applications 

in our day-to-day activities such as identity management cards (e.g., passports, driving 

license cards), access control, security, law enforcement, multimedia management, 

smart cards and human computer interaction. A vital process of the face recognition 

system is the extraction of discriminatory features from a given face image that can be 

used to identify the person in the given face image or verify a claimed identity. The 

most common approaches to face recognition consider the entire face image for feature 

extraction. Two examples of these approaches are Principal Components Analysis (PCA) 

(Turk and Pentland, 1991) and Linear Discriminate Analysis (LDA) (Belhumeur et al., 

1997). However, the accuracy of these approaches is affected by global phenomena 

such as varying lighting conditions in unconstrained environments. Local feature based 

approaches (Penev and Atick, 1996) aim to extract discriminative features from 

regions/patches surrounding facial features such as eyes, nose and mouth. Local feature 

based approaches are invariant to global changes and lead to better recognition accuracy 

under varying conditions compared to global approaches, but they rely on the accurate 

localization of the specified facial feature. Moreover, attention has been given recently 

to local window based approaches where the entire face image is first partitioned into a 

set of overlapping/non-overlapping regions. Features are extracted from each local 

region, and then combined into a single feature representation. Local Binary Patterns 

(Hadid and Ahonen, 2006) and Local Ternary Patterns (Tan and Triggs, 2007) are two 

such examples.  
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Despite all these advances, the performance of face recognition schemes in uncontrolled 

scenarios remains a serious challenge, due to possible extreme variation in recording 

conditions between enrolment and matching stages. The most common approach to deal 

with these variations is based on non-adaptive normalisation procedures. This thesis is 

mainly concerned with investigating and developing adaptive normalisation and 

recognition schemes that are based on automatic quantitative awareness by the system 

of the recording condition. For self-containment, we next describe non-adaptive (or 

traditional) recognition systems that employ one or more of the techniques explained 

earlier and that follow a rigid approach for recognition (i.e. use fixed recognition 

algorithm, fusion rule and decision threshold). Later we give a brief description of our 

approach to quality-aware adaptive face recognition that overcomes the limitations and 

challenges of non-adaptive schemes.  

 

1.3.1 Non-adaptive Face Recognition Systems 

Face recognition systems acquire raw face images using an acquisition sensor, extract 

features from these images using feature extraction algorithm, compare these features 

with stored enrolled features (i.e. templates) and finally make a decision either to accept 

or reject the claimed identity. The main face recognition system modules (Jain et al.,  

2008) are shown in Fig. 1-4 below and their explanation is as follows: 

(1) Sensor module: An electronic device used to capture the raw face biometric 

data of individuals, e.g., optical or thermal face imaging sensor. The sensor is a 

pivotal component in the face recognition system and should acquire good 

quality face biometric data otherwise it will cause high Failure to Enroll (FTE) 

since quality checker within the biometric system will accept only biometric 

samples of good quality. 

(2) Preprocessing and feature extraction module: Once face biometric data
1
 are 

acquired by the biometric capturing device, there are two important processes 

that can be performed on the biometric data :(1) pre-processing: it enhances or 

improves the quality of the biometric data to prepare it for the next process 

                                                
1
 In general, biometric data or sample means: an image, signal, or pattern based interpretation of a physical human 

feature used for identification or verification using biometric techniques. But in our thesis those two terms will be 
used interchangeably and their meaning is a face image. 
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(feature extraction) by invoking quality restoration algorithms (2) feature 

extraction: the compact representation of the biometric data is produced by 

extracting most discriminative features of the biometric data and this is called 

template(s). The template can be generated from one biometric sample 

or multiple samples by fusing features from different samples. In face 

recognition systems, the stored set of templates is called the gallery and the 

images acquired during testing are called probe images. The template(s) can be 

stored in a dedicated database or be registered on a token (e.g. smart card). 

  

Figure 1-4: Non-adaptive face recognition system. 

 

(3) Matching and decision making module: Once the features of the queried face 

biometric data are extracted by using the feature extraction algorithm, these 

features are matched against the stored template(s) features and the output of this 

process is the matching similarity score. The matcher encapsulates inside it a 

decision making module that can be used to accept or reject the claimed identity 

or to obtain the identity of an individual. 

(4) System database module: the extracted template(s) from all individuals during 

enrolment stage are stored in one common storage place with biographic 

information for all of them (name, address, PIN, etc.).  
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Most of these traditional face recognition systems achieve significant recognition 

accuracy in controlled environments but their accuracy drops dramatically when 

confronted with uncontrolled environments (Huang et al., 2007; Ruiz- del-Solar et al., 

2009). Three common approaches are used to mitigate the influences of the degradation 

in the quality of biometric data in uncontrolled recording conditions. First, restore the 

quality of biometric data (pre-processing). Second, use quality invariant (robust) feature 

extraction techniques. However, these two methods cannot always solve this problem 

completely (Poh et al., 2010b). Third, store multiple biometric templates that account 

for large intra-class variations caused by changes in the acquisition conditions, for 

example, if the biometric system cannot confidently match the non-frontal query face 

image with frontal face template, then the biometric system can insert other non-frontal 

face templates to the gallery of each individual to account for intra-class variations (Poh 

et al., 2010b). However, storing multiple templates in the gallery of each individual 

does not necessarily solve the problem of large intra-class variations since some of these 

changes happen because of the dynamic nature of the generated biometric patterns that 

change over time (Roli et al., 2008). Using regular multiple enrolment sessions over 

specific periods of time can help to overcome the problem of intra-class variations but 

such a strategy needs more effort and time from the biometric system administrator and 

end users, and hence this strategy is not suitable for both of them (Roli et al., 2008). We 

finalize this subsection by stating current challenges that should be overcome before 

deploying face recognition technology for real-life applications as follows: 

(i) In practice, the performance of face recognition systems declines dramatically 

because they are confronted with harsh operational environments that change 

over time. Also these systems are designed with static classification 

environments in mind, and with limited and unbalanced training biometric data. 

Therefore, such rigid systems are not robust in uncontrolled recording conditions 

due to extreme variation in illumination, large pose variation, and a range of 

facial expressions, severe partial occlusions, the time differences between the 

probe image and gallery image and extending even to the uncooperative 

behaviour of individuals. To sum up, automatic face recognition in such 

uncontrolled environments is still a huge challenge that remains unresolved for 

researchers (Zhou et al., 2006). 
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(ii) Face recognition has become more popular and active again due to the need for 

more robust and efficient algorithms in large-scale uncontrolled environments 

(i.e. internet) to tag digital photos and enable their organization and online 

sharing (Stone et al., 2010). In such large and challenging environments (i.e. 

large inter-class variations) there is a possibility of utilizing contextual 

information (i.e. social) to improve face recognition accuracy (Stone et al., 

2010). Nevertheless, in such environments, we lose the control on both probe 

and gallery faces. 

(iii) Face recognition using video sequences is becoming more attractive because of 

the availability of spatial and temporal information. However, there are 

important challenges associated with video-based recognition such as low 

quality of video sequences and small size of faces (Zhoa et al., 2003; Zhou et al., 

2006). 

 

1.3.2 Adaptive Face Recognition Systems 

To address earlier challenges and difficulties in the face recognition technology, there is 

a need to build adaptive face recognition systems that can change their behaviour, 

parameters and architecture over time, based on the valuable auxiliary information 

provided by biometric quality measures (image/video quality). The use of biometric 

quality measures is becoming the most popular way to boost the performance of 

biometric systems such that these systems can “follow these fast changes” (Poh et al., 

2010b) in the biometric patterns and sustain a high level of accuracy in real-life 

biometric applications. Adaptive biometrics is a recent field of research which has not 

yet undergone massive research like some other fields in the biometric research area 

(Poh et al., 2009b ; Roli et al., 2008; Wong et al., 2010). A deeper analysis and 

explanation of biometric quality measures and their importance in biometric systems 

will be presented in chapter 2 of this thesis. Biometric quality measures have several 

roles in biometric systems to make them more robust and efficient to deal with the 

changes in quality of the biometric data. Fig. 1-5 shows these proposed roles and the 

explanation concerning each one is described as follows: 

(1) Recapture: Once the biometric system captures the biometric data, it checks the 

quality of data. If the data satisfy the quality requirements, then it will proceed to 
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the next processes in the biometric system otherwise it uses, for example, capture 

till five policy to obtain good quality biometric data. In some applications, it is 

possible to capture a video of the biometric modality and then the biometric system 

can select the best quality biometric samples from this video (Dong et al., 2009). 

(2)  Liveness detection: The biometric system is vulnerable to different types of 

attacks or threats that can compromise its performance, such as “spoofing” or 

evasion. There are some individuals who will try to create fake biometric data to 

fool the biometric system with the aim of approving or disproving identity. 

Therefore, there is a need to use liveness detection techniques that check whether 

this biometric sample is real or fake. Some approaches have been developed to use 

biometric quality measures to detect fake biometric traits (Galbally et al., 2011). 

Biometric quality measures can help in detecting those individuals who try 

intentionally to provide low quality biometric data to the biometric system to avoid 

detection, for example, terrorists or criminals try to hide their real identity (Wein 

and Baveja, 2005). 

 

Figure 1-5: Quality-based adaptive face recognition system. 

 

(3) Preprocessing and feature extraction: We can exploit the quality information 

produced by quality measures to invoke different quality restoration algorithms. 

Also we can invoke a different feature extraction algorithm for biometric data of 

different quality, for example, we can invoke more powerful algorithm for low 
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quality biometric samples. Also, we can extract features only from high quality 

regions and discard low quality regions; for example, if we have low quality 

biometric data, then a more robust and efficient algorithm should be invoked to 

process biometric data but in practice such an algorithm requires more processing 

time and resources (Grother  and Tabassi, 2007). 

(4) Fusion: Quality information in fusion can be exploited in different ways: assign a 

different weight to each source of information depending on its quality or use the 

highest quality source (Poh et al., 2009a). To counter the limitations of 

unibiometric systems, we can use information from more than one source (multi-

sensor, multi-algorithm, multi-instance, multi-sample and multimodal). The 

unibiometric systems may be vulnerable to the following problems (Ross et al., 

2006a): (a) the biometric data introduced to the biometric system may be 

contaminated with noise because of acquisition conditions  or variations in the 

biometric itself, therefore such noisy data increases error rate and one biometric 

modality, instance or sample cannot cope with such data (b) the biometric system 

cannot record significant information from some users due to problems such as 

missing or obscured features, therefore in such a situation using more than one 

biometric modality, instance or sample is preferable (c) there is a limit to the 

amount of discriminative information available in the biometric modality and 

adjusting the feature extraction or matching algorithm cannot solve the problem (d) 

biometric modalities are vulnerable to spoofing attacks hence using more than one 

modality or instance can resist such attacks.  

(5) Matching and decision making: Biometric quality measures can be exploited to 

invoke a more powerful matching algorithm for poor quality biometric data 

(Grother  and Tabassi, 2007). Nevertheless, the decision threshold can be changed 

for poor quality biometric data based on the quality scores provided by biometric 

quality measures to obtain a more adaptable biometric system.  

(6) Templates selection and update: At the authentication stage, the features 

extracted from query biometric data may be substantially different from stored 

template(s) features. To account for such large intra-class variations, multiple 

templates should be stored in the gallery of each individual (Poh et al., 2009b; Roli 

et al., 2008). However, storing multiple templates is not enough because the 

biometric data can change over time; hence there is a need to update the existing 

biometric templates (Poh et al., 2009b; Roli et al., 2008). The updating process 
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either replaces all old stored biometric templates with new templates or augments 

new templates with old ones. Biometric quality information can play an important 

role in this process by selecting the most representative templates to be stored in the 

user‟s biometric database. 

 

1.4 Differences in Performance between Individuals 

Biometric schemes do not have the same performance in terms of the recognition 

accuracy for all individuals. Hence, the mean performance of a biometric system, for a 

large and diverse population, may not reflect the true performance of the biometric 

system (Doddington et al., 1998). The variability in biometric schemes performance for 

different individuals is often attributed to several reasons, including biometric sample 

quality (Yager and Dunstone, 2010). However, insufficient attention is paid in the 

biometric literature to these inherent differences in recognizing different individuals in 

response to the variation in the acquisition conditions. The research community and 

biometric system developers are interested in specifying the group of individuals for 

whom the biometric scheme has poor performance. Most individuals do not belong to 

such a group, although there is a small group of individuals who have a disproportionate 

share of recognition errors (Yager and Dunstone, 2007). Those individuals are difficult 

to recognize, perhaps due to having less discriminative features than others. The 

analysis of those people and common characteristics can reveal the reasons behind 

weaknesses in some biometric schemes. By identifying these weaknesses in the 

biometric system, more robust and efficient biometric systems can be built (Yager and 

Dunstone, 2010).  

The first study of individual differences was conducted by Doddington et al. 

(Doddington et al., 1998) and such differences (i.e. variability) in the individual's 

performance for speaker recognition systems are distinguished using animal names – 

sheep, goats, lambs, and wolves. Neil et al. (Yager and Dunstone, 2007) added new 

animals to Doddington's biometric menagerie, based on the user's relationship between 

their genuine and impostor matching scores, while Doddington's animals are defined in 

terms of average genuine or impostor matching scores. Those new animals are (1) 

chameleons (2) phantoms (3) doves (4) worms. Another study (Hicklin et al., 2005) 

demonstrated the presence of hard fingerprints (goats) to match, using the massive US 

VISIT database (around 2% of whole population is goats) but this does not mean that 
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people who have these fingerprints are hard to match. Wittman et al. (Wittman et al., 

2006) examined the FRGC 2.0 colour image corpus with the aim of proving the 

existence of Doddington's animals in the face biometric and they found the existence of 

lambs, goats and lambs in this dataset. In addition to the concept of a biometric 

menagerie as proposed by Doddington (Doddington et al., 1998) for the voice 

biometric, other studies have confirmed the existence of such a concept using a face 

biometric (Poh and Kitler, 2008a); using the fingerprint trait (Hicklin et al., 2005); 2D, 

3D, fingerprints, iris, speech and keystroke dynamics (Yager and Dunstone, 2010). 

Furthermore, there are other studies which have exploited such a concept (or 

phenomenon) to build more robust biometric systems by developing individual-based 

processing techniques (Chen, 2003). We can divide these techniques into three main 

categories (Yager and Dunstone, 2010): (1) individual-dependent thresholds (Chen, 

2003) where the aim is to define a different threshold per each individual; (2) 

individual-dependent normalization (Poh et al., 2006) where the aim is to change (i.e. 

transform) the matching scores distribution for each individual to the standard form; (3) 

individual-dependent fusion (Ross and Tistarell, 2009; Poh and Kittler, 2008b) where 

the aim is to consolidate more or less biometric information based on the individual 

performance.  

 

 

1.5 Motivation  

The quality of biometric data has a big impact on the performance and efficiency of 

biometric systems. This gained special attention from the biometric community because 

of its vital role in advancing biometric technology (National Institute of Standard and 

Technology (NIST), 2008). The following observations from state-of-art biometric 

literature inspired us to conduct the research in this thesis: 

1. The earlier studies on the quality assessment of facial images are limited 

compared with other biometrics like iris or fingerprint (Grother  and Tabassi, 

2007). Nevertheless, the quality assessment of facial images is quite an 

important and difficult stage and is not investigated rigorously like the feature 

extraction and recognition stages of the biometric system (Grother  and Tabassi, 

2007).  
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2. One of our observations is that there are few works focused on the relationship 

between biometric sample quality and the amount of discriminative information 

(i.e. relative entropy) in the biometric samples (Adler et al., 2006; Youmaran 

and Adler, 2006). There is a need to obtain comprehensive information about the 

impact of biometric data quality on the amount of discriminative information in 

the spatial as well as frequency domains with the aim of exploiting such 

understanding in developing more robust techniques for pattern recognition 

problems. 

3. Partial face recognition is a viable approach in the cases of partially occluded 

faces or severely degraded quality. There are few methods proposed in the 

literature to advance such kind of recognition (Neo et al., 2007; Teo et al., 

2007). Nevertheless, we have noticed that there are no works that investigated 

the optimal subset of classifiers of partial face images under different quality 

conditions for automated person recognition. 

4. Recently, several governmental and industrial organizations funded a biometric 

project which is called the Multiple Biometric Grand Challenge (MBGC) with 

the aim of advancing automated person recognition technologies using face and 

iris biometrics (NIST, 2008) under non-ideal recording conditions. The main 

objective of MBGC is to develop more robust and efficient face and iris 

recognition technologies for unconstrained environments. The stated aims of 

MBGC as listed in (NIST, 2008) are: 

 Face recognition on sill frontal, real-world-like high and low resolution 

imagery. 

 Iris recognition from video sequences and off-angle images. 

 Fusion of face and iris (at score and image levels). 

 Unconstrained face recognition from still and video. 

 Recognition from Near Infrared (NIR) and High Definition (HD) video 

streams taken through portals. 

 Unconstrained face recognition from still and video. 

5. The recent study conducted by (Yager and Dunstone, 2010) showed that the 

existence of animals in the population (i.e. variation in performance) can be 

attributed to several factors such as biometric sensing hardware, matching 

algorithm and biometric sample quality. For example, they found that some 

animals exist if one matching algorithm is used but not necessarily the same 
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animals exist whenever another matching algorithm is used; hence, they 

concluded that the individual menagerie category cannot be specified 

independently from the matching algorithm and set of biometric templates. 

Furthermore, one of the remarkable conclusions of this study is that people 

seldom cannot be recognized by the biometric system and that there are still 

quality issues related to different stages in the biometric system (i.e. biometric 

sample collection, enrolment, feature extraction, matching and decision making) 

which cause the appearance of such animals. There is no deep analysis for the 

influences of biometric sample quality on the appearance of such differences in 

performance between individuals. 

6. Biometric template(s) selection is an important process to avoid unnecessary 

storage caused by harmful (i.e. outliers) and superfluous (i.e. redundant) 

biometric samples (templates). Many methods in the literature have been 

developed to select biometric templates. However, no work is found in the 

literature to select biometric templates adaptively for each individual based on 

two criteria (1) quality of the biometric samples and (2) the difficulty of 

recognition of this individual. 

7. Performance evaluation of biometric systems has received little attention from 

the biometric community compared with other issues such as feature extraction 

and pattern classification. Therefore, there is a need to investigate the practical 

evaluation of biometric systems in different stressful quality conditions. 

 

The earlier observations motivated us to develop the following aim for our study: 

 

"The main aim of this study is to develop quality aware adaptive techniques for face 

recognition systems that enable them to cope with variability in quality of the face 

biometric data. Also the inherent differences in recognizing different individuals 

within the face recognition system should be considered in designing such techniques 

to develop more robust and efficient face recognition systems."   

 

This study investigated the possibility of the above aim by conducting many 

experiments on biometric databases. These investigations have revealed promising 

results whenever compared with state-of-art techniques in the biometric literature. 
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1.6 Contributions 

The contributions of this thesis can be enumerated as follows: 

1. New biometric quality measures for illumination quality problem were 

developed. Based on those two measures, a new adaptive pre-processing 

illumination normalization algorithm was developed. Also, taxonomy for facial 

quality measures has been developed to classify these measures into several 

categories based on the kind of information used to quantify the quality of a 

biometric sample. 

2. Conducting a systematic analysis study of the relationship between biometric 

sample quality, amount of discriminative information (i.e. entropy) and 

accuracy. In this study, we establish that different feature extraction techniques 

have different amounts of information and this amount increases with increasing 

quality of the biometric data. We also present a regional version of these 

investigations in order to determine the facial regions that have more influence 

on accuracy and entropy values. In addition, we establish that entropy values for 

different individuals vary across different quality conditions. 

3. A new scheme is proposed to fuse the biometric information of partial face 

images incrementally, based on their recognition accuracy (or discriminative 

power) ranks at score-level. Such a fusion scheme uses the optimal subset of 

classifiers of partial face images in each different quality condition. We find that 

such a scheme is also useful for full face images to enhance authentication 

accuracy significantly.  

4. A new two stages approach for biometric template selection is developed. It uses 

a quality-based clustering to be followed by a special criterion for the selection 

of an ultimate set of biometric templates from the various clusters. Then the 

adaptive version of the same approach is developed to select adaptively a 

specific number of templates for each individual. The number of biometric 

templates depends mainly on the performance of each individual (i.e. the gallery 

size should be resized to satisfy the needs of the target individual). 

5. We find that the performance evaluation of face recognition systems under 

different quality conditions reported in the literature relied on a hidden 

assumption. Also, we show that the experimental results presented of such 

systems are practically inaccurate and cannot be achieved in operational 
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scenarios unless two requirements are met: (a) the biometric system should 

clearly implement an Adaptive Quality-Based Threshold (AQBT) at the decision 

level and (b) the quality level of an input face image should be accurately 

classified into one of the non-overlapped predefined quality levels. 

 

 

1.7 Thesis Outline 

Chapter two presents an overview of existing biometric quality measures and 

taxonomy of facial quality measures. Also the role of biometric quality measures in the 

biometric systems is detailed. 

Chapter three studies the problem of quality assessment of facial images without 

using any reference face image and how a quality-based adaptive pre-processing 

technique is developed, along with a discussion of the related experimental results. 

Chapter four presents an analysis of the relationship between biometric data entropy, 

biometric data quality and recognition accuracy of the biometric system. Also, an 

analysis of the individual differences is given in this chapter. 

Chapter five presents an adaptive incremental fusion scheme for partial face 

recognition systems. Also, it explains how we can determine the optimal ratio of 

partial face images in each quality condition. Experimental results are presented and 

discussed. 

Chapter six presents a new method for biometric template(s) selection based on the 

quality information provided by biometric quality measures. In addition, a new method 

is presented to determine the number of templates per each individual along with an 

analysis of individual differences and a discussion of the related experimental results. 

Chapter seven presents a quality-based method for adjusting the decision threshold of 

the biometric system. Experimental results are provided to show the efficacy of this 

method and also the main differences between practical and laboratory based 

evaluations are explained. 

Chapter eight presents the conclusions and potential directions for future research.  
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Chapter 2  

Face Quality Measures 
 

In this chapter, the apparatuses for automatic quality assessment of facial images are 

introduced. These quality detectors will be used in the following chapters to develop 

quality aware techniques for face recognition systems to make them more adaptable to 

the frequent (or dynamic) changes in the quality of face images. The concept of quality 

has different interpretations depending on the application domain. It can be defined 

according to the Advanced Cambridge Dictionary (Cambridge Advanced Learning 

Dictionary, 2011) as: “how good or bad something is”. Also, another definition of 

quality in ISO 900 (Gonzalez, 2005) is: “the degree with which a set of inherent 

characteristics fulfils requirements”. But the interpretation of this concept in the 

biometrics literature is slightly different because the quality of the biometric data can be 

regarded as a multidimensional problem since there are several factors that can affect 

the quality of biometric data. In this context, quality can be defined as: “the degree of 

defect or degradation in any property or characteristic that has an effect on the 

performance of the biometric system” (Alonso-Fernandez et al., 2007); for example, 

non-uniform illumination distribution across facial images. The quality of biometric 

data has a significant influence on the performance of biometric systems. There are 

several ways of mitigating the influences of degradation on the quality of biometric data 

and most of them depend on the effectiveness of automatic biometric quality assessment. 

The biometric data quality assessment problem is not investigated as rigorously as other 

biometric system problems such as feature extraction and recognition (Grother  and 

Tabassi, 2007); hence this research area is still in its infancy and remains a challenge 

still to be addressed. There is a need, therefore, for more research efforts to develop 

more efficient and robust biometric quality assessment algorithms.  

This chapter is devoted to explaining what biometric quality measures are, the 

importance of biometric quality information in biometric systems, standardization of 

biometric data quality, performance evaluation of biometric quality measures, taxonomy 

for face quality measures and finally, a summary and conclusions are presented.
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2.1 Literature Survey  

Subjective biometric quality assessment methods by humans is known as the best 

reference (i.e. gold standard) to compare automatic biometric quality assessment 

methods and the evidence for this proposition is that biometric systems experts used 

manual biometric data checking in many governmental and forensic applications. This 

assumption about the superiority of subjective quality measures to evaluate biometric 

data is not suitable for biometric recognition algorithms which are looking for utility of 

biometric data (Adler and Dembinsky, 2006); hence biometric quality measures have 

been developed to aid in improving the performance of biometric systems. The quality 

of the biometric sample can be considered from three different viewpoints: (1) character: 

an indicator of innate physical features, (2) fidelity: a measure of the degree of 

similarity to the reference biometric sample, (3) utility: a reference to the impact on the 

biometric system performance (Alonso-Fernandez et al., 2007). Table 2-1 depicts the 

relationship of these views (INCITS, 2005).  

Table 2-1: Illustration of relationship between fidelity, utility and character (reproduced from (INCITS, 

2005)). 

  

 

 

 

 

 

Character 

 Fidelity 

 Low High 

 

 

Low 

Low fidelity and low character 

results in low utility. Recapture 

new biometric sample might 

improve utility. However, 

possible use of another 

biometric is recommended. 

High fidelity and low 

character results in low utility. 

Recapture new biometric 

sample will not improve 

utility. Use of another 

biometric is recommended. 

 

 

High 

Samples with high character and 

low fidelity typically will not 

demonstrate high utility. Utility 

can be improved upon recapture 

or image enhancement 

techniques.  

Samples with high character 

and high fidelity indicate 

capture of useful sample. High 

utility is expected. 



Chapter 2.  Face Quality Measures 

 

22 

 

One need to use biometric quality measures to assess different views of biometric 

sample and the most important is the utility of the biometric sample for recognition 

(Alonso-Fernandez et al., 2007). In general, these quality measures can be classified as 

modality-dependent and modality-independent. Modality dependent biometric quality 

measures (such as pose or expression) can be used just for this modality (face), while 

modality-independent measures such as (contrast and sharpness) can be used for several 

modalities because they do not need any knowledge about the specific modality 

(Kryszczuk and Drygajlo, 2006). Biometric quality measures can also be classified in 

terms of the availability of the reference biometric sample as: (1) full reference, (2) 

reduced reference, and (3) no reference quality assessment approaches (Kryszczuk and 

Drygajlo, 2006; Gonzalez, 2005). Table 2-2 presented below shows the face image 

characteristics or aspects. 

Table 2-2: Facial image characteristics (reproduced from (ISO/IEC JTC 1/SC 37 N 1977,  2007)). 

 Subject Characteristics Acquisitions Process 

 

 

 

Static 

Biological Characteristics , like:  

 Anatomical characteristics (e.g. head  
dimensions ,eye position) 

 Injuries and scars 

 Ethnic group 

  Impairment 

 Heavy facial apparel, such as thick 
and dark glasses. 

Acquisition process and capture device 

properties ,like: 

 Image enhancement and data 
reduction process. 

 Physical properties (e.g. resolution 
and contrast). 

 Optical distortions. 

 Properties of background. 

 Camera statistics such as sensor 
resolution. 
 Scene characteristics such as 

geometric distortion. 

 

 

 

Dynamic 

Subject characteristics and behaviour, 

like 

 Closed eyes. 

 Exaggerated expression. 

 Pose. 

 Hair across the eye. 

  Head pose. 

  Makeup.  
 

Scenery, like: 

 Background. 

 Lighting and potential defects such as 
 Deviation from symmetric     

             lighting. 

    Uneven lighting on the face 

area. 

 Strong or weak illumination 

 Subject posing , such as  
 too far (face too small) 
 too near (face too big) 
 out of focus (low sharpness) 
 partial occlusion of the face  
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The quality measures can play two different roles either as control parameter (Grother  

and Tabassi, 2007) or as auxiliary measures (features) (Kryszczuk and Drygajlo, 2006). 

In addition, there is no clear and systematic study in the literature that differentiates 

between quality measures that does not necessarily follow non-decreasing (or non-

increasing) monotonic behaviour function, where these measures are classified into 

“quality factors” (such as brightness) and “non-quality factors” (such as 

presence/absence of glasses or expressions) (Poh and Kittler, 2011). Such non-

decreasing monotonic behaviour means that high quality biometric samples imply high 

matching scores and vice versa for low quality biometric samples.  For example, 

brightness quality measure gives high quality score for over exposure lighting images 

and oppositely low quality scores for under exposure lighting images. However, it gives 

a value between two extremes values of its range for well illuminated images. Many 

biometric quality measures have been developed to quantify the quality of different 

biometric modalities. For instance, Beghdadi and Pesquet-Popescu (Beghdadi and 

Pesquet-Popescu, 2003) developed new measures for face and iris modalities based on 

wavelet analysis tools. Ma and Tan (Ma and Tan, 2003) developed a wavelet-based 

approach to assess the quality of iris images and then select the best iris image from this 

sequence. They also used the same approach with some classification methods to 

arrange images into four classes: clear, defocused, blurred and occluded. Chen et al. 

(Chen et al., 2006c) designed an approach to measure the quality of different regions of 

the iris biometric and then used these measures as weights for the Hamming distance 

similarity measure. The scores of biometric quality measures can be used adaptively to 

weight the matching scores produced by their individual matchers (Dass and Jain, 2006; 

Kryszczuk and Drygajlo, 2005).  

 

2.2 The Importance of Biometric Data Quality 

In this section, we explain the causes and implications of poor biometric data quality 

and the ways to prevent and remedy the degradation in the quality of biometric data as 

explained in (Hicklin and Khanna, 2006):  

 Causes of low quality biometric data: The main reasons for causing degradation 

or defects in biometric data can be classified into three groups: subjects, data 

collection, and data processing. The problems related to the subjects is one of the 



Chapter 2.  Face Quality Measures 

 

24 

 

most important factors that limits the usefulness of the biometric sample and that is 

the lack of discriminative information (i.e. innate or inherent intrinsic 

characteristics) about the subject that distinguishes him/her from other subjects in 

the population; and missing biometrics or features are a good example of the loss of 

sufficient information in the biometric sample that can happen because of birth 

defects, amputations and muteness. Obscured characteristics (because of disease, a 

veil, contact lenses) can also badly affect biometric data features and make 

biometric data different from or more like others. Subject behaviour (i.e. 

cooperation and familiarity) is also an important factor as to whether or not high 

quality biometric data are obtained; for example, uncooperative individuals can 

cause a low quality biometric data result, versus cooperative individuals who can 

provide high quality biometric data. Fraud is one of the subject behaviours that can 

lead to degrading or obscuring of the biometric data quality intentionally, with the 

aim of either matching with another person (evasion) or avoiding matching by the 

biometric system (spoofing). Problems related to biometric data collection are the 

same as those related to inappropriate data collection. Good quality biometric 

samples depend on the subject, but there are also other factors such as acquisition 

device, trained operator or system user. The recording devices (or sensors) do not 

result in the same quality biometric data and also will not keep working at the same 

efficiency all the time; therefore they are subject to failure or damage. Therefore the 

consistent maintenance of capturing devices plays an important role in keeping the 

device working efficiently all the time. Environmental problems such as 

temperature, humidity, lighting or noise can affect the capturing device and may 

even cause temporary or permanent damage to the device. Misuse of biometric data 

collection procedures, such as through lack of motivation or inadequate training, can 

result in poor quality biometric data being obtained. Lastly, problems related to 

biometric data processing represent a set of problems which can be caused by any 

process inside the biometric system and these problems include biometric data 

compression, image formatting, colour mapping, cropping and segmentation. 

Biometric data processing such as (compression, feature extraction) can result in 

biometric data of poor quality; for example, feature extraction algorithms can 

produce high or bad quality templates depending on the accuracy of the algorithm 

used. 
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 Implications of poor quality biometric data: Biometric data quality problems 

affect the biometric system overall. Such problems include a decrease in recognition 

accuracy (i.e. more recognition errors), long-term influences and performance 

degradation. The decrease in recognition accuracy can be attributed to the use of a 

low quality biometric sample that can increase FRR of the biometric system and 

eventually decrease Total Accept Rate (TAR). Such an increase in the FRR can 

affect biometric identification systems by providing the wrong information about 

(previous visa applicants, gang and terrorists groups, etc) and also affect access 

control systems by allowing unauthorized users to gain access to resources 

(information or property). The main reason for increasing the FRR is the decrease in 

the discriminative information of the biometric sample and this can eventually lead 

to a false increase of the features and a decrease of the right ones. The long-term 

consequences represent real influences on the low quality enrolled biometric data 

that cannot be distinguished immediately or may be recognized only after a long 

time. Theses consequences include: (1) increase the matching errors for all future 

searches in the biometric databases, (2) the falsely rejected biometric sample for the 

true client will cause him/her to be enrolled again in the biometric database and 

eventually the biometric database of enrolled individuals will have two enrolled 

templates for the same individual. The new added biometric template(s) will also 

cause problems in the biometric system. Lastly, performance degradation means that 

the computational complexity associated with matching biometric samples, for 

example, searching low quality biometric data, needs more computer resources than 

it does to search high quality ones. There are three situations where low quality 

biometric data can degrade performance: (1) using low quality biometric data by 

manual biometric recognition (i.e. verification) systems; (2) in multi-stage biometric 

systems that use initial matchers (fast screening) to exclude the high probable non-

matches such that it reduces the computational requirements and then uses main 

matchers (detailed matchers) to work only with a small number of comparisons. 

Low quality biometric data cannot exclude and this will result eventually in a high 

number of comparisons; (3) the computational demands of some matchers and 

feature extraction algorithms depend mainly on the quality of biometric data, hence 

low quality data may need more time and resources. In addition, system attacks: 

terrorists or system abusers can intentionally decrease the quality of biometric data 

with the aim of avoiding the biometric system.  
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 Prevention of low quality biometric data: the causes of low quality biometric data 

should be avoided if possible using two ways: (1) controlling quality at the source: 

all the causes of low quality biometric data which were explained previously should 

be prevented and/or fixed. For the subjects who have innate limited data content, or 

degraded or obscured characteristics, we can capture additional biometric samples 

or use another modality(s); but for subject behaviour, we should implement good 

procedures that prevent degradation in the quality of biometric data. In the case of 

fraud, this can be prevented by using skilled operators and advanced technology to 

detect spoofing and evasion. (2) Quality policy: poor quality of biometric samples 

can be prevented by designing an effective procedure for collecting biometric data. 

Biometric data can be recaptured, for example, three times until enough quality 

biometric data are obtained. Also low quality biometric samples can be rejected and 

this will eventually increase the failure to enrol rate (FTER). 

 Remedies for unavoidable low quality biometric data: preventing low quality 

biometric data by recapturing additional biometric samples or rejecting low quality 

biometric samples is an interesting approach to improve the quality of biometric 

data, but it is not always possible. For example, in some applications, just one 

biometric sample of low quality is available for recognition and in such a case, this 

biometric sample cannot be ignored. There are three ways of dealing with such 

unavoidable low quality biometric samples: (1) Optimizing matching based on 

biometric sample quality: the impact of poor quality data can be reduced using 

quality-based techniques such as quality-based score normalization, threshold 

selection, and decision making and/or matching. Such techniques can improve the 

performance of the biometric system. (2) Specialized processing for poor-quality 

biometric samples: using a different classifier (or group of classifiers), or person can 

help in the verification process. (3) Multi-biometric capture and fusion: one of the 

most effective ways to counteract the impact of poor quality biometric data is to 

capture multiple samples of the same modality or use multiple modalities and then 

fuse together the information provided by each one. Fusion can increase biometric 

system accuracy, robustness, efficiency and fault tolerance to the weakness in any 

data source. Capturing multiple biometric modalities can also prevent fraud 

operations by some individuals because the system can randomly select any 

modality for recognition without the individual‟s knowledge.  
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2.3 Standardisation of Biometric Sample Quality 

Noticeable progress in biometric technology has led to an increased interest in such a 

reliable identity management technology for large-scale biometric authentication 

systems such as (e-passport) (Tabassi, 2009). Several organizations, suppliers, designers 

and vendors in different countries have been involved in deployment of such reliable 

identity authentication techniques. Hence, there is a need for an interoperable 

environment in which to exchange and interpret the biometric information produced by 

different sources (Tabassi and Grother, 2010). The interchange of biometric data is 

necessary when biometric data capture, enrolment, searching and screening are being 

done by different organizations in different countries in different environments at 

different times, but the biometric data cannot be exchanged among different 

applications unless all of them comply with a common biometric standard. To attain 

such an interoperable scenario, biometric standards should be adopted to create a 

foundation for using and replacing different biometric products (ISO/IEC JTC 1/SC 37 

N 506, 2004). International organizations for biometrics standardization [57] are: (1) 

International Organization for Standardization (ISO) and the International 

Electrotechnical Commission (IEC) make up a Joint Technical Committee for 

Information Technology (ISO/IEC JTC1) with Subcommittee 37 for Biometrics (SC37), 

(2) the International Committee for Information Technology Standards (INCITS) with 

Technical Committee M1 on Biometrics, (3) the Information Technology Laboratory 

(ITL) of NIST. Among the most important standardized parts of the biometric system 

(Tabassi, 2009; Tabassi and Grother, 2010; ISO, 2004) are:  

(1) Biometric sample quality: refers to the standardization of biometric quality 

assessment algorithms and their quality scores. The ISO/IEC-SC37 International 

Standardization Organization established the ISO/IEC 29794 multipart standard which 

specifies the biometric data quality requirements for general aspects (part 1), fingerprint 

images (part 4), and facial images (part 5). Part 1 determines the definition, meaning 

and derivation of biometric quality independent of the trait. Parts 4 and 5 determine the 

quality aspects of fingerprints and facial images. The generic quality draft ISO/IEC 

29794-1 defines the record structure for the storage of biometric data quality. It 

specifies the semantic and syntax of this record and also determines the main aim of this 

record as being to specify the utility of the biometric sample for recognition; in other 

words, the quality assessment algorithm has to produce a quality score that signifies the 
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utility of the biometric sample. To be more confident about the adequate quality of the 

biometric sample (i.e. utility), a five-byte quality field is added to the view header of the 

biometric data block (BDB) to enable the quality in every view of biometric data to be 

checked. The first byte of the quality field quantifies the utility of the biometric sample 

(i.e. quality score), the most significant two bytes of four bytes specify uniquely the 

Quality Algorithm Vender ID (QAID), and the least significant two bytes of four bytes 

specify quality algorithm ID. 

(2) Data formats: refers to the standardizing of biometric data formats, storage, 

exchange and compression. The common biometric exchange formats framework 

(CBEFF) is a good example of a data formats standard. 

(3) Interfaces: refers to the standards of interfaces among different modules of the 

biometric system. The ISO/IEC 19784 biometric application programming interface 

(BioAPI) is a well known standard which has been adopted by various countries.   

 

 

2.4 Taxonomy of Quality Measures for Face Images 

Face quality measures aim to assess the degree of defect or degradation in one or more 

of the attributes of face images. A number of face quality measures exist in the 

biometrics literature but there is no unified and regular framework that includes all of 

them. In this section, these are classified into five groups depending on the type of 

information they use. To the best of our knowledge, there is no such taxonomy for face 

quality measures. This taxonomy is one of the contributions of this thesis. 

2.4.1 Spatial domain-based measures 

The quality of face image in the image space (i.e. spatial domain) can be estimated by 

comparing a distorted face image with an assumed good quality reference face image. 

The most widely known objective quality assessment measures to evaluate the 

similarity or the distortion between two signals/images are: Mean Square Error (MSE), 

Mean Absolute Error (MAE), Root Mean Square Error (RMSE), and Signal to Noise 

Ratio (SNR) and Peak Signal to Noise Ratio (PSNR). Although these measures can 

result in poor performance, they are still applicable in several image processing 

applications for their simplicity in computation and independence of viewing conditions 
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and individual observers (Bovik and Wang, 2002). A Universal Image Quality Index 

(UIQI) (Bovik and Wang, 2002) has been developed to replace the role of objective 

measures explained earlier. This index assesses three quality aspects of biometric data: 

loss of correlation, luminance distortion, and contrast distortion. This quality measure 

can be computed as shown below. 
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Where x, y,   ,     ,     and N are the original image, reference image, mean of image x, 

standard deviation of image x, covariance of (x and y) and the total number of pixels in 

the image respectively. The first component measures the degree of correlation between 

two images; the second component measures how close is the luminance between two 

images, and the third component measures how close is the contrast of two images. The 

main reason for the wide use of this measure in different image processing applications 

is its simplicity of use and low computational complexity. The UIQI is a special case of 

another quality measure which is called Structural Similarity Measure Index (SSIM) 

(Brooks et al., 2008).  
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Where   and    are two positive constants added to prevent the dominator becoming 

zero and their values: 

                                                          (2-3) 

                                                          (2-4) 

Where k= [0.01 0.03] and L =255. 
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Figure 2-1 presented to show how the components of UIQI quantify different quality 

aspects of facial image and we have to mention that the reference image that used to 

quantify the quality of face images is first image on the left (1). The main conclusion 

that can we draw from this figure that this quality measure follows monotonic behaviour 

(i.e. high quality images have high quality scores and vice-versa). 

 

 

Image / Component 

Measure 

1 2 3 4 5 
Correlation 1.00 0.90 0.70 0.65 0.57 
Luminance 1.00 1.00 0.70 0.53 0.20 
Contrast 1.00 0.80 0.60 0.60 0.63 

 

Figure 2-1: Examples of face images assessed using different components of UIQI measure, face image 

(1) on the left is used as a reference image. 

 

In the next chapters, we need to use only the first component of UIQI which is called 

Luminance Quality Index (LQI).   

LQI =    
      

                                                                       (2-5) 

In practice, LQI (i.e. illumination quality measure) of an image with respect to another 

reference image is calculated for each window of size 8x8 pixels in the two images, and 

the average of these entire blocks defines the LQI of the entire image. Figure 2-2 

presented below shows some example images which are assessed using quality 

measures earlier discussed and also frequency-based measures (explained in the next 

section). The structural information (Wang and Simoncelli, 2005) is also used to 

evaluate image quality since the human visual system is more sensitive to extract 

structural information and hence measuring structural similarity is the best way to 

assess the perceptual quality. Kryszczuk (Kryszczuk and Drygajlo, 2006) developed an 

algorithm to quantify the quality of features in the fine and coarse areas of the face 

image, for example, if we have image (I) of size (   ) pixels, we can exploit the mean 

1 2 3 4 5 
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of intensity differences between adjacent pixels (for example pixel      in location 

(n,m) with their neighbors) in both vertical and horizontal directions to calculate the 

sharpness using Sharpness Quality Measure (SQM). 

 

    
 

 
  

 

      
                   

   
 
    

 

     
               

 
   

   
                    

(2-6) 

 

Figure 2-2: The effect of different distortions on PSNR, SSIM, CWSSIM, weighted CWSSIM, and 

perceptual PSNR metrics. (a) Original; (b) JPEG compression; (c) blur; (d) white noise; (e) mean shift; (f) 

contrast change; (g) rotation (1:3°); (h) zoom in; (i) spatial shift (right by 2 pixels), (adapted from (Brooks 

et al., 2008)). 

Illumination Intensity Measure (IIM) aims to measure the lighting strength whether it is 

too strong or too weak (ISO/IEC JTC 1/SC 37 N 1977,  2007). The histogram of normal 

image is spread over a wider range, while the histogram of dark or very bright image is 

concentrated at the beginning or the end of the image histogram. The illumination 

intensity measure is: 

                           IIM                                                                 (2-7) 

Where (  ) is the histogram of standard illumination and ( ) is the histogram of the 

image being assessed and     is distance measure such as histogram intersection. We 

can compute the distance between the user and the camera. The recommended distance 
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between user and camera is (1.2-2.5m) in the photo studio and (0.7-1.0m) in photo 

booth and inter-eye distance is 120 pixels (ISO/IEC JTC 1/SC 37 N 1977,  2007 ; Gao 

et al., 2007). The distance between the individual and the acquisition device is inversely 

related to the size of the face. It can be estimated using Individual Acquisition Distance 

Measure (IADM). 

                                                                                                            (2-8) 

Where       is the average number of inter-eye pixels when the user is at the 

recommended distance and the capturing device at the recommended setting, and   is 

some function showing deviation of           and        . Nasrollahi et al. (Nasrollahi 

and Moeslund, 2008) proposed a quality assessment method for face images in a video 

sequence. This method is more useful for surveillance applications because the users in 

such applications walk in the front of the camera and mostly several variations occur in 

the face images in the surveillance video, for example, non-frontal pose, sharpness, 

brightness and size of the face. Given a face in a binary image as shown in Fig. 2-3 

below, we calculate the center of mass using the following equation: 
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                                                        (2-10) 

 

Where (     ) is the center of mass, b is the binary image containing the detected 

region as a face, m is the width, n is the height of the detected region and A is the area of 

this region. 

 

Figure 2-3: Center of mass (+) and center of the region (*), (adapted from (Nasrollahi and Moeslund, 

2008)). 

Four face quality measures have been developed in this study; the first measure 

estimates the pose variation as follows: 
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                                                                                                    (2-11) 

                                                  
    

 
                                                                      (2-12) 

Where         and         refer to the centre of the face region and image mass 

respectively. Figure 2-4 shows some sample images assessed using this measure.                      

     

Figure 2-4: A sequence of different head poses and the associated values for the distance and 1S , 

(adapted from (Nasrollahi and Moeslund, 2008)). 

The second measure (sh) is used to evaluate the sharpness of face images in video.  

                                                                                                          (2-13) 

                                                     
  

     
                                                                 (2-14) 

Where        refer to the part of the image which contains the face and         is the 

resultant image after applying a low-pass filter to the original image       . Figure 2-5 

presented below shows some example images assessed using this measure. 

 

Figure 2-5: An image with different sharpness conditions and the associated scores 2S  , (adapted from 

(Nasrollahi and Moeslund, 2008)). 

The third measure (BM) is used to evaluate the brightness of the face image: 

                                                       
 

    
                                                       (2-15) 
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Where   and      refer to the average value of illumination component of all the 

pixels in this region and the maximum value of brightness in the video sequence of face 

images. Figure 2-6 presented below shows some example images assessed using this 

measure. 

 

Figure 2-6: An image with different brightness conditions and their associated score 3S , (adapted from 

(Nasrollahi and Moeslund, 2008)). 

 

The fourth measure is used to quantify the resolution of face images in the video 

sequence using (2-16).   

                                                    Res       
     

  
 

      

  
                                  (2-16) 

 

Correlation-based measures are used to quantify exactly how close the image under 

assessment is to the average training reference image. For example, (Kryszczuk and 

Drygajlo, 2006) measured the quality of facial image ( ) in respect to the Average Face 

Template (   ) using Pearson‟s cross-correlation coefficient.  

 

 

2.4.2 Frequency domain-based measures 

There are several quality measures for facial images proposed in the spatial domain but 

these measures are still not accurate enough to quantify all aspects of biometric data. 

The best way to obtain more information about biometric data is to analyze the 

biometric data in the frequency domain and use the information from the spatial and 

frequency domains to quantify the quality of biometric data. The wavelet transform is 

the best candidate to provide detailed information about the biometric data in both the 

spatial and frequency domains. (Brooks et al., 2008) proposed an improved SIMM 

index method in the complex wavelet transform domain to counteract the weakness of 
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the SIMM quality assessment method because this has more sensitivity to the 

translation, scaling and rotation of images. The Complex Wavelet SIMM (CW-SIMM) 

is more robust to deal with these distortions. 

 

                             
                 

   

       
  

           
  

     
 

           
  

      

           
   

     
                            (2-17) 

 

Where k is small constant set to (0.03), x is the original image and y is the reference 

image. Refer to Fig. 2-2 for sample images assessed using this measure. In (Sang et al., 

2009) the Gabor-based approach is proposed to measure face symmetry in terms of pose 

and illumination variations. The facial image symmetry is used to measure the uneven 

lighting distribution across facial images and non-frontal face images. Gabor wavelet is 

better than other methods for face representation such as LBP to measure facial 

symmetry because the Gabor wavelet is more sensitive to illumination and pose changes 

and also it is more robust to the alignment. The Gabor kernels can be described using 

(2-18). 

                         
    

 

        
    

   

                       
  

 
                          (2-18) 

Where   and   define the orientation and scale of the Gabor kernels respectively, 

        and the wave vector      is defined using (2-19). 

                                                                                           (2-19) 

Where             ,          ,      ,         

Once the face image is divided vertically into two equal halves, five pairs of mirror 

symmetric Gabor filters are acted on left and right regions of a face image respectively 

(see Fig. 2-7). Finally, the face image asymmetry is computed as the difference between 

corresponding Gabor responses on left and right part as follows: 

                                                       
   

 
                                              (2-20) 

Where M and N are the height and width of an image, L and R indicates Gabor 

responses of the left and right regions.  
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Figure 2-7: Evaluation of facial symmetry using Gabor filters (Sang et al., 2009). 

Figure 2-8 presented below shows some example images assessed using this measure.  

 

(a) 

 

(b) 

Figure 2-8: Quality assessment using Gabor wavelet (a) Face examples under four different lighting 

conditions numbered (11, 13, 15 and 17) (b) Lighting asymmetry score using Gabor features, (adapted 

from (Sang et al., 2009)). 
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In (Vatsa et. al, 2007, 2008) they proposed a wavelet-based quality assessment method 

to evaluate the quality of face, iris and fingerprint biometric samples by decomposing 

the biometric data into three levels using Redundant Discrete Wavelet Transform 

(RDWT) and then the quality of biometric data can be quantified in terms of edge 

information, blurriness, smoothness and noise present in the biometric data. Given an 

image F, we can divide this image into a number of blocks of size (K x L). For the (n
th

) 

block,    RDWT can be calculated for j=1… z levels:  

                                                 
     

     
     

                                                                        (2-21) 

Where A, H, V, D represent the approximation, horizontal, vertical and diagonal 

subbands. The quality of each block can be computed as follows: 
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Where  
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and   
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Here, 
n

ij  and 
n

ij  are the mean and standard deviation of the RDWT coefficients of the 

thi  subband and 
thj  level respectively, and  denotes the gradient operator. The 

gradient is used because provides useful information about low and high frequency 

edges and sharp changes in edges which are important in the quality assessment of 

biometric samples (Vatsa et. al, 2007, 2008). Sang et al. (Sang et al., 2009) proposed 

evaluating sharpness of facial images in the frequency domain using Discrete Cosine 

Transform (DCT). The blurred or out-of-focus facial image (i.e. low sharpness image) 

actually loses its high frequency components; hence a DCT-based quality measure will 

try to capture high frequency components of face image to quantify the clarity of the 

facial image using (2-25). 
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                   (2-25) 

Where        represents the original input image while        represents the recovered 

image from DCT frequency domain using inverse DCT. The original signal (  ) is 

converted to the DCT domain and then just the coefficients at predefined ratio with high 

energy are kept and then converted to the image space using inverse DCT to obtain the 

recovered image ( ). In (Lu et al., 2008) they developed a wavelet-based method for 

image quality assessment which mainly depends on the analysis of visual coefficients in 

the wavelet subbands. This quality measure can be computed as follows: 

                                 
 

       
 

  
   

                                                    (2-26) 

Where    refers to the constant to control the scale of the distortion measure and   

refers to the sum of absolute dispersion of       and       in the selected suband and 

can be calculated using (2-27): 

                                        
                                          (2-27) 

Where L is the number of selected subbands and        and       refer to the 

proportions of visual sensitive coefficients of each direction subbands in the original 

and distorted images and can be calculated using (2-31) and (2-32) respectively. 

                            
     

    
                                                            (2-28) 

                         
     

    
                                                            (2-29) 

Here       and       refer to the total amount of visual sensitive coefficients in the  -

th selected subband of original and distorted images, while      and      refer to the 

number of coefficients of the  -th selected subands in the original and distorted images.  

 

2.4.3. Edge-based measures 

The edge information is useful in assessing the sharpness, out-of-focus, blurring, and 

noise of facial images. In (Chen et al., 2006a) they found that the SSIM measure failed 

to quantify badly blurred images and hence they developed an improved SSIM method 
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based on the idea that the edge and contour information is the most important 

information in the structure of the image. The new assessment method is called Edge-

based Structural Similarity (ESSIM).  

                      

                                                                        (2-30) 

Where                    and           represent Luminance comparison, Contrast 

Comparison and Edge Comparison. Luminance and contrast are assessed using second 

and third components of equation (2-7) while edge comparison can be computed as 

follows: 

                                          
   

    

  
   

    
                                                              (2-31) 

Here   
  and   

  are the standard deviation of vector    and    respectively,    
  is the 

covariance of vector    and    ,    is a small constant to avoid the denominator being 

zero, and    and    represent the original image block edge direction vector (histogram) 

and the distorted one respectively. Figure 2-9 presented below shows some example 

images assessed using this measure.  

 

 (a)                                                 (b)                                               (c) 

Figure 2-9: Comparison of “Cameraman” images with different types of distortions, all with MSE = 

1150. (a) Original image (b) Gaussian noise contaminated image, SSIM = 0.2591, ESSIM = 0.2510. (c) 
Blurred image, SSIM = 0.5114, ESSIM = 0.1317 (adapted from (Chen et al.,2006a)). 

 

This measure can not able to deal with all kinds of distortions, for example, if there is 

salt-and-pepper noise, then the method that detects high frequency components will 

give a high value, hence causing one to believe that the image is very sharp. Fronther et 

al. (Fronthaler et al., 2006) developed a reduced reference facial quality measure based 
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on orientation tensor of the image, which contains the edge information. The objective 

of exploiting the tensor of the image is to distinguish between the normal structure of 

the image and abnormal structures that represent noisy structures. In (ISO/IEC JTC 

1/SC 37 N 1977,  2007 ; Gao et al., 2007) an edge-based quality assessment algorithm to 

measure blurring in the whole image in the horizontal direction was developed. It 

identifies edges in a given image. Each row of the edge image is scanned. Start and end 

positions of edges are identified and the corresponding edge width is calculated. This is 

considered as the local blur value for an edge. The global blur measure is derived by 

averaging the local blur values over all edge locations as follows: 

                                                  
 

 
        

 
                                   (2-32) 

 

The sharpness of the image can also be identified based on the edge information using 

image gradient (INCITS, 2005; Gao et al., 2007) using (2-33):  

                                    

                                               
   

   
                                            (2-33) 

Where        is the gradient value at (x, y) and (M, N) are the dimensions of the image 

to be assessed. 

 

 

2.4.4. Score-based measures 

The distribution of biometric matching scores can be exploited to measure the quality of 

face images, since matching scores show exactly how close a given biometric sample is 

to the decision threshold; in other words, the matching scores are used to model the 

utility of face image for recognition. Other measures which are based on matching 

scores are also used to measure face image quality, such as variance and skewness. In 

(Adler and Dembinsky, 2006) a quality measure for face and iris images was developed 

based on the genuine scores distribution, while the impostor scores distribution is 

modelled as constant. Such a model is described below. 

                                                                                                    (2-34) 

Where MS is the match score          calculated by the matching algorithm 

between images   and  , and    is the biometric image quality         of image   . 

Values of Q to satisfy (2-37), are calculated by minimizing formula (2-38). 
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                                                   (2-35) 

Figure 2-10 presented below shows face image selection by a human (i.e. subjective 

quality assessment) and machine (i.e. automatic quality assessment using SM measure). 

 

Figure 2-10: (a) the average highest quality faces selected by humans; (b) the average lowest quality 

faces selected by humans (c) the average highest quality faces selected by biometric algorithms (d) the 

average lowest quality faces selected by biometric  algorithm (adapted from (Adler and Dembinsky, 
2006)). 

 

2.4.5. Training-based measures 

Training-based quality measures are designed by using feature extraction algorithms 

and well-known classifiers. A set of labelled face images of different qualities are used 

to train the classifier and the target face image is evaluated by matching it with stored 

trained face images to obtain quality score/rank. (Weber, 2006) proposed to assess the 

openness of mouth, glasses and deviation from frontal pose by extracting features from 

the specific region of the face image using wavelet transform and then training a  

support vector machine classifier to recognize the quality of the applied face image. In 

(Tong et al., 2005) they developed a reduced reference image quality measure to 

evaluate different types of image distortions. At the beginning, a set of low and high 

quality labelled images are prepared and then a classifier is trained using these labelled 

examples. The quality of unlabelled target image can be assessed using this classifier. 

Also, Abdel-Mottaleb et al. (Abdel-Mottaleb et al., 2007) proposed algorithms to assess 

the quality of face images influenced by factors such as blurriness, lighting conditions, 

head pose variations and facial expression based on eigenface technique. Close this 
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section by stating that if the qualities of different aspects of face biometric sample are 

assessed using several earlier explained quality measures, then there is a need to obtain 

a single or unified quality score by combining the scores of these metrics. A simple way 

is to perform weighted averaging (Gao et al., 2007). 

 

                 
 
                                          (2-36) 

Where    
 
    =1,    are the weights and     are the normalized quality scores for the 

aspects that affect the quality of face images. The weights can be estimated (or 

optimised) using several ways such as least-square minimization or Fisher‟s linear 

discriminant (Poh and Bengio, 2004, Bishop, 1999).  

 

2.5 Summary and Conclusions 

In the last three decades, the biometric community has focused on developing efficient 

and robust algorithms for the feature extraction and recognition stages of biometric 

systems. Nowadays there are many algorithms proposed in the literature for those two 

stages; however, the quality assessment of biometric data is a new research area which 

has not been as thoroughly investigated. Incorporating quality measures in all stages of 

biometric systems is becoming a dominating and current trend in the biometric 

community, with the aim of boosting the performance of these systems. The definition, 

basics, uses and performance of biometric quality assessment methods have been 

detailed in this chapter, as well as the efforts of international organizations such as 

(ISO/IEC and ANSI) to standardize the biometric system components. The taxonomy of 

facial quality assessment methods was given to highlight the extent of progress in this 

direction and to distinguish what are the most suitable facial metrics for specific 

applications. In the next four chapters quality-based adaptive techniques will be 

presented. The third chapter is devoted to explaining quality-based pre-processing 

techniques to improve the quality of facial images, while chapters four, five and six are 

concerned with quality aware recognition, fusion and selection schemes. Finally, in 

chapter seven, quality aware adaptive decision making will be presented.  



 

43 

 

Chapter 3  

Adaptive Biometric Sample Enhancement 

 

Recognition errors are often attributed to the usage of low quality biometric samples. 

Hence, there is a need to develop new intelligent techniques and strategies to assess 

automatically the quality of biometric samples and if necessary restore biometric sample 

quality according to the needs of the intended application. The objective of this chapter
2
 

is to investigate and develop illumination-related quality measures for facial images and 

also an adaptive biometric sample enhancement technique for face-related applications. 

The existing approaches in the biometrics literature for illumination normalization of 

face images are reviewed. Novel biometric quality measures are introduced for face 

images in the spatial domain, including the Symmetrical Adaptive Local Quality Index 

(SALQI) and the Middle Halve (MH). Moreover, an adaptive biometric pre-processing 

enhancement, called Quality Symmetrical Adaptive Histogram Equalization (QSAHE), 

which has been developed to select the best way to restore facial image quality, will be 

described. The main benefit of using biometric quality measures in adaptive 

enhancement (Yao et al., 2008) is to avoid the excessive unnecessary conventional 

enhancement procedures that may cause undesired artefacts.  

We shall conduct a set of experiments to demonstrate improved performance of the 

adaptive procedures. The results from these experiments will be presented and 

compared to those from state-of-art approaches to prove the efficacy of the proposed 

biometric quality measures and quality-based adaptive enhancement technique. 

 

 

3.1 Biometric Sample Enhancement Schemes: Literature Survey 

Face recognition systems are affected by intra-class variations, i.e. variation between 

images of the same person due to changes in illumination, pose and expression. Many 

algorithms have been developed and proposed to address the problem of variation in 

                                                
2 The content of this chapter has been published in (Abboud, Jassim and Sellahewa; 2009). 



Chapter 3.  Adaptive Biometric Sample Enhancement 

 

44 

 

illumination conditions. Face recognition methods can be categorized into appearance-

based, feature-based and hybrid approaches. In feature-based methods, a face is 

represented by geometrical measurements and relationships between automatically 

located significant facial feature points (such as eyes, mouth, nose and chin) and 

similarities between two face images are determined by holistic similarity measures. 

The success of these approaches relies heavily on accurate features localization in the 

presence of extreme variation in lighting conditions. In appearance–based approaches, 

face images are represented by vectors in a high dimensional space, without 

consideration of the facial features. In such approached the face images are usually 

subjected to dimension reduction techniques and/or some image pre-processing 

procedures. Methods within this approach include PCA, LDA, Independent Component 

Analysis (ICA), and wavelet-based schemes. These various methods perform well under 

normal recording conditions but are affected by external factors such as extreme 

variations in illumination, expression, and occlusion. These schemes adopt illumination 

normalization procedures (i.e. enhancement techniques) to be applied irrespective of the 

recording conditions. Such strategies are known to improve accuracy in adverse 

conditions at the expense of deteriorated performance in somewhat normal recording 

conditions, and thereby yielding little or no improved overall accuracy. This situation 

motivates the development of adaptive approaches to overcome extreme variations in 

the illumination conditions. Techniques to neutralize the effect of illumination on 

biometric features can be applied at different levels of the biometric recognition system 

(Struc and Paves, 2009): (1) pre-processing (2) feature extraction and (3) matching. The 

best level is the pre-processing level because it does not need to know the size of the 

training set and also offers an efficient and easy way of computation. The existing 

photometric normalization (or pre-processing) techniques in the literature can be 

categorized into the following groups: 

 

 

3.1.1 Retinex-based Approaches 

Retinex algorithms are based on the same theoretical background of retinex theory 

(Land and McCann, 1971) including self-quotient, diffusion and non-local means 

approaches. This theory assumes (Land and McCann, 1971) that: (1) human vision is 

sensitive to the scene reflectance and mostly insensitive to the illumination conditions 
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(2) human vision responds to the local change in the contrast, rather than global 

brightness levels. In this theory, the image-making process can be defined as a product 

of reflectance R(x, y) and Luminance L(x, y) functions using (3-1): 

                                                                                                 (3-1) 

The reflectance is linked to the properties of the scene objects and is dependent on the 

albedo of the scene surfaces (Jobson et al., 1997), while luminance depends mainly on 

the amount of the light incident on the perceived scene and this relates directly to the 

lighting source. Since reflectance relates to the objects of the scene, then it represents an 

illumination invariant image representation. The luminance component represents the 

low-frequency parts, while reflectance represents the high-frequency parts. This implies 

that the effect of variation in illumination can be noticed/ measured in the frequency 

domain (e.g. Fourier, and wavelet domain) by their effect on the low frequency 

subbands of the frequency analysed images. The illumination (or luminance) should be 

estimated first, and then it can be used to compute the reflectance component. Surface 

normal, albedo and lighting are the factors that influence a 3D object image according 

to the Lambertian model assumption. These factors can be categorized into intrinsic 

parts of the surface normal and albedo, and an external part of lighting. We can do 

recognition using only the intrinsic part of the face image. This is the main idea behind 

developing all photometric normalization algorithms in the literature (Gross and 

Brajovic, 2003). Luminance varies smoothly in the spatial domain and hence it is 

regarded as a smooth version of the image. Different smoothing filters and smoothing 

techniques are used to estimate the luminance, therefore result in different photometric 

normalization techniques. Next we describe briefly these normalization techniques and 

examine the main differences between them.  

The retinex algorithms were designed originally to provide the dynamic range 

compression. There is a need for such compression when we want to display a high 

dynamic range image on low dynamic range devices such as printer and screen (Jobson 

et al., 1997). The single scale retinex algorithm can calculate the smooth version of the 

image (i.e. luminance) using Gaussian smoothing filters. The image reflectance can be 

obtained easily using computed luminance and the original image as input to the 

following logarithmic formula: 

 

                                                                         (3-2) 
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As mentioned previously, reflectance represents the illumination invariant 

representation of the face image. The main weakness of this approach is that, in severe 

illumination conditions where shadow is cast on large regions of the face image, the 

reflectance image still has a halo effect in these regions. The multi-scale retinex 

algorithm (Jobson et al., 1997) is an extended version of the single retinex algorithm 

developed to alleviate the previous weakness using several Gaussian smoothing filters 

of different widths to obtain ultimately several smoothed images of the original image. 

These smoothed images are combined to obtain the final illumination invariant face 

representation. The quotient method (Gross and Brajovic, 2003 , Short et al., 2004) is 

another retinex-based approach proposed to derive illumination invariant face 

representation. The quotient image is an image which results as a ratio between a test 

image and linear combination of three illuminated images. This algorithm was 

developed further by (Wang et al., 2004) to obtain a new algorithm which is called Self 

Quotient Image (SQI) algorithm that alleviates some limitations that exist in the 

quotient method. This method is called self quotient because it uses just one image and 

has the quotient as the original image. We can define SQI as a ratio between a test 

image and its smooth versions and can be expressed as: 

                                 
 

  
 

 

   
                                                             (3-3) 

Where     is the smoothed version of    , F is the smoothing kernel. 

The main differences between quotient and self-quotient image are: (1) SQI needs only 

one image (2) is valid for any type of lighting source (3) there is no need for alignment 

(4) is valid for both shadow and non-shadow regions. The window size affects the 

results of the SQI algorithm, therefore, if we use a small filter window, this will lose the 

albedo, and if a large filter window is used, then we will get the halo effect near edges. 

This problem has been solved using weighted filter windows of different sizes (Wang et 

al., 2004). In (Gross and Brajovic, 2003) they devloped a method could get the image 

reflectance part using anisotropic diffusion smoothing filters. This method avoids the 

halo effect by smoothing regions based on their local contrast, thus image flat regions 

are smoothed properly while preserving image edges. All these retinex-based 

approaches succeed in estimating the reflectance image part. However, these approaches 

are unable to preserve edges with high curvature at corners and can only preserve edges 

in the orthogonal direction to the image gradient (Struc and Paves, 2009). New 
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normalization techniques, called Non-Local means (NL) algorithms, are proposed by 

(Struc and Paves, 2009) to overcome the above deficiency. The main idea of these 

approaches is to use a set of similar small image windows instead of using the whole 

image. For more details about these algorithms, please refer to (Struc and Paves, 2009). 

 

3.1.2 Frequency-based Approaches 

A wavelet-based photometric normalization algorithm (Du and Ward, 2005) was 

developed to normalize and compensate illumination in the frequency domain. The face 

image is decomposed into approximate and detailed subbands using Discrete Wavelet 

Transform (DWT). After that, histogram equalization is applied on the approximate 

subband and the detailed subbands coefficients are multiplied by a factor which is (>1). 

Finally, inverse DWT is applied on the approximate and detailed subbands to obtain the 

enhanced image. The coefficients of the detailed subbands are multiplied by a scalar to 

amplify coefficients with the aim of improving and preserving image edges.  

A DCT-based approach (Chen et al., 2006b) was developed to enhance the illumination 

of face images by discarding the low frequency DCT components in the logarithmic 

domain to obtain illumination invariant face representation. In this method, first the 

brightness of dark regions is enhanced using logarithmic transform; DCT is applied in 

the logarithmic domain, which sets the low frequency coefficients to zero, and finally, 

the illumination invariant face representation is obtained using Inverse DCT (IDCT). 

This may result in a loss of information needed in face recognition. Liau and Isa (Liau 

and Isa, 2010) has developed a DCT-based illumination normalization approach to fix 

illumination variations without discarding low frequency components. The main idea of 

this approach is to do illumination normalization in the low frequency band of the DCT 

domain by adding a compensation term to the frequency band, but the effects of 

illumination variation, expressed in the form of shadows and specular defects, are 

corrected by manipulating the properties of the odd and even components of the DCT. 

 

3.1.3 Transform-based Approaches 

Local Binary Pattern (LBP) is a technique originally developed for local spatial texture 

description and it has proved to be a good measure of texture classification (Heusch et 

al., 2006). At a given pixel location (Zc, Wc), LBP is defined as an ordered set of binary 

comparisons of pixel intensities in local neighbourhood between the centre pixel and its 
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eight surrounding pixels. LBP generates bits string to represent a decimal number that 

will replace the centre pixel in the local neighbourhood. LBP has been used in several 

applications in pattern recognition such as face detection, face recognition, motion 

detection, image retrieval, and visual inspection, and currently is also used to pre-

process face images to enhance their qualities. The drawback of the LBP algorithm is 

not including the central pixel in the calculation of local structure when comparing 

neighbour pixels with the central pixel.  

 

3.1.4 Distribution-based Remapping Approaches 

Histogram remapping algorithms (Štruc et al., 2009) are a set of approaches to map the 

histogram of the original to another histogram distribution. Histogram equalization (HE) 

is one of the most dominant pre-processing techniques in the literature and is mostly 

used for face recognition systems. It remaps the histogram of the original face image to 

uniform distribution to improve its global contrast and also compensate for illumination 

variations. For an image of size X ×Y with G grey levels and cumulative histogram H 

(g), the transfer function is 

     
   

  
                                                        (3-4) 

Histogram matching is another histogram manipulation technique that aims to remap the 

histogram of the original image to the predefined histogram of another image. In (Štruc 

et al., 2009) they present a set of histogram matching techniques to remap the histogram 

of the original image to the non-uniform histogram distribution that was predefined 

previously, such as (normal distribution, or exponential distribution). They concluded 

that remapping to non-uniform distributions gave similar or better performance, but at 

the price of proper training or selection of parameters for these non-uniform 

distributions. Although all previously presented normalization techniques represent 

efficient and robust pre-processing techniques, HE is still the most used and dominant 

technique in face recognition systems because of its simplicity and robustness (Štruc et 

al., 2009). Hence, we decided to adopt this photometric technique in our proposed 

approach for quality aware adaptive biometric sample enhancement. Figures 3-1, 3-2, 3-

3, 3-4 and 3-5 following show some examples of face images of extended Yale B face 

database (explained in next section) different illumination conditions pre-processed by 

using earlier illumination normalization techniques. 
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Figure 3-1: Examples of pre-processed face images of subset1 of extended Yale B face database using 

different normalization techniques (a) Original image (b) Single scale self quotient image (c) Multi scale 

self quotient image  (d) DCT  (e) DWT   (f) LBP  (g) HE. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3-2: Examples of pre-processed face images of subset2 of extended Yale B face database using 

different normalization techniques (a) Original image (b) Single scale self quotient image (c) Multi scale 

self quotient image  (d) DCT  (e) DWT   (f) LBP (g) HE. 

           

              (a)                            (b)                                (c)                               (d) 
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Figure 3-3: Examples of pre-processed face images of subset3 of extended Yale B face database using 

different normalization techniques (a) Original image (b) Single scale self quotient image (c) Multi scale 

self quotient image  (d) DCT  (e) DWT   (f) LBP (g) HE. 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3-4: Examples of pre-processed face images of subset4 of extended Yale B face database using 

different normalization techniques (a) Original image (b) Single scale self quotient image (c) Multi scale 
self quotient image  (d) DCT  (e) DWT   (f) LBP (g) HE. 
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Figure 3-5: Examples of pre-processed face images of subset5 of extended Yale B face database using 

different normalization techniques (a) Original image (b) Single scale self quotient image (c) Multi scale 

self quotient image  (d) DCT  (e) DWT   (f) LBP (g) HE. 

 

3.2 SALQI and MH Quality Measures 

Many image quality measures, such as the LQI, are based on comparison with a 

reference preferably good quality image. In many instances, a reference image may not 

be available or may be very hard to obtain (Tong et al., 2005). Here, we present two 

novel illumination quality measures that do not require the use of a reference image. 

The first measure is based on the adopted LQI measure (described in section 2.5, using 

equation (2-9), here without reference) while the second measure is based on the idea of 

histogram partitioning. The quality scores of these measures are used to develop an 

adaptive approach to normalize the illumination of facial images (see section 3.4).  

 

3.2.1 SALQI Quality Measure   

The direction of the light source with respect to the camera axis has a significant effect 

on the appearance of face samples. The face images in the extended Yale B database 

(explained in section 3.5) (Georghiades et al., 2001) can be divided into 3 groups: the 

             

              (a)                            (b)                             (c)                         (d) 
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first group is the light evenly distributed (i.e. good quality); in the second group there is 

shadowing on either the left or the right side of face images; and in the third group 

shadowing is distributed over the entire face image (i.e. bad quality). This database 

consists mainly from five illumination subsets and there are 38 individuals inside it. 

This is a consequence of non-symmetric illumination distribution between the left and 

right halves of face images. Therefore, we have developed a new quality measure based 

on the LQI measure to quantify the left-right lighting symmetry of a face image. For 

given face image ( ), we define the SALQI quality measure as follows: 

1.  Divide ( ) into left and right half subimages, (   ) and (    ) respectively. 

2.  Let (    ) be the horizontal flipping of (    ).  

3. Starting from the top left corner, use equation (2-5) in section (2.4) to compute LQI 

of the (8x8) windows in (    ) with respect to the corresponding windows in (   ). 

4.  After calculating the quality map                   , where   is the number of 

blocks, we use a pooling strategy (Brooks et al., 2008) as indicated in equations (3-5) 

and (3-6) to calculate the final quality-score of the image ( ) as a weighted average 

of the mi‟s.   

                                    
      

 
   

   
 
   

                                              (3-5) 

Where             and 

                                            
    

                                     (3-6) 

 

Here        
 and        

  where      
 is the mirrored block of     

 of a row. The   
  

and   
  are the variances of blocks in images X and Y, respectively, and C is a constant 

representing a baseline minimal weight, here C= (K×L), and K=0.03, L=255. Since the 

image has non-uniform quality distribution, different weights are assigned to different 

regions in the image according to their importance in the image space. Fig. 3-6 

summarizes how the proposed SALQI approach is applied to a given face image to 

compute its illumination quality. The value range of SALQI is [0, 1] and it equals 1 if 

and only if the quality of both the left and right regions is equal. Finally, we should 

mention that if the light is coming from the top of face image, then we can overcome 
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this issue by determining the source of the light by dividing the face image vertically as 

well as horizontally into two parts. After that, we can quantify the quality of each part 

separately and finally fuse the quality scores of those parts to get one quality score. 

 

Figure 3-6: Face image is divided into left and right regions. Each region is divided into a set of blocks of 

size (8X8 pixels). 

 

3.2.2 MH Quality Measure 

The SALQI quality measure provides insight into how symmetrical the light is 

distributed between the left and right regions of a given face image. However, this 

measure on its own can not distinguish effectively between well-lit face images, for 

example, where shadowing artefacts are evenly distributed on both sides of the face 

image, SALQI produces high quality scores for such images instead of giving them low 

quality scores. To counter this problem, we developed a second quality measure which 

is called MH. For histograms of good quality face images (see Fig. 3-7 (a) and (b)), 

pixel intensities are mostly distributed in the middle part of their histogram and a 

reasonable amount of intensities are distributed on the left and right sides of the 

histogram. On the other hand, the histograms of poor quality images (see Fig. 3-7 (c), 

(d), (e)) show only a small number of pixels in the mid-range intensity values. Based on 

this observation, we propose the following measure to assess the brightness of the face 

image using (3-7): 

                               
      

           
                                               (3-7) 

Where, 
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Middle: number of pixels in the middle region of the histogram between a Lower 

Bound (LB) to Upper Bound (UB). 

Bright:  number of pixels in the bright region of the histogram greater than UB. 

Dark:    number of pixels in the dark region of the histogram less than LB. 

 

 

 

 

 

 

                                  

 

 

 

 

 

 

 

  

 

 

 

 

 

 

Figure 3-7: Sample of image histograms in the spatial domain. 
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Table 3-1: Qualities of face images presented in the figure 3-7. 

Quality 

Measure 

Set 1 Set 2 Set 3 Set 4 Set 5 
LQI 1 0.9838 0.8090 0.4306 0.2213 
SALQI 0.9919 0.9690 0.6193 0.2975 0.4671 
MH 24.344 25.992 5.649 0.4346 0.1142 

 

The best choices for the values of (LB) and (UB) can be determined empirically, and 

throughout our experiments we use (63) and (243) respectively. The value of MH 

ranges from 0 to Max = (M/2), where M is the size of the image. The larger the value of 

MH, the better the quality will be. Normally, the maximum value of MH depends on the 

dataset, and in the Extended Yale B face database it was estimated to be (36.6). The 

quality scores are based on (SALQI), (MH) and (LQI) and corresponding face images 

for the example histogram images in (Fig. 3-7) are presented in Table 3-1 above.  

 

3.3 Face Recognition System 

A wavelet-based face identification system (closed system) is used in our experiments. 

It is based on the idea of using different subbands of a wavelet transformed face image 

as a face feature representation. During the recognition stage, feature vectors of gallery 

and probe images are compared by calculating the distance between the two feature 

vectors using City Block distance measure. This measure is used because it is fast, 

accurate and robust to the changes in the illumination and background. The 

identification of the probe image is based on nearest-neighbour (NN) classifier. The NN 

classifier is used for its simplicity and also does not require training data to learn the 

parameters of the classifier, unlike other known classifiers. Moreover, the detailed 

subbands coefficients are normalized using Z-score normalization such that the resulted 

image has zero mean and the standard deviation is one. If the mean and the standard 

deviation of an image I is μ and σ respectively, then the normalized image I′ is: 

                                        
     

  
                                                           (3-8) 

Wavelet transform is used as a facial feature representation technique because 

frequency information content conveys richer knowledge of the features in 

signals/images that should be exploited to complement the spatial information. The 

DWT is a multi-resolution signal analysis tool that hierarchically decomposes a signal 

into its low- and high-frequency components allowing one to view the signal's regular 



Chapter 3.  Adaptive Biometric Sample Enhancement 

 

56 

 

patterns as well as its anomalies. At a resolution level of k, the subands LHk and HLk 

contain finest scale wavelet coefficients that become coarser with LLk being the 

coarsest. The LLk subband is considered as the k-level approximation of I, while HLk, 

LHk, and HHk captures vertical, horizontal and diagonal features of the image I.   

 

3.4 Experimental Database and Testing Protocol 

We used the cropped face images of the extended Yale B database (Georghiades et al., 

2001) for the face recognition experiments to test the use of the proposed illumination 

quality measures as the basis for an adaptive approach to illumination normalization. 

The database has 38 subjects and each one, in frontal pose, has 64 images captured 

under different illumination conditions. Hence, the total number of images in the 

database is (2414) images. In addition to these frontal pose images, an ambient 

illumination image was captured but it is not used in our experiments. The images in the 

database are divided into five subsets according to the direction of the light-source from 

the camera axis as shown in Table 3-2. Samples of images taken from the Extended 

Yale B database are shown in Fig. 3-7. The dataset is divided into two groups: training 

set and testing set. The training set has (38) images, one image per subject which is 

chosen to be (P00A+000E+00), each recorded under direct light and with frontal pose. 

The testing set consists of all the remaining images. 

Table 3-2: Different illumination sets in the extended Yale B database. 

Subsets Angles Image Numbers 
1  263 
2  456 
3  455 
4  526 

5  714 

                    

 

3.5 Quality Aware Adaptive Illumination Normalization Scheme 

We conducted closed-identification experiments using the wavelet-based face 

recognition system described in section 3.4 on the Extended Yale B face database to 

compare the performance of the system while employing our proposed adaptive 

enhancement algorithm with the state-of-art enhancement approach (HE). To develop 

such an adaptive enhancement algorithm, we need information about the quality of face 

12
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7760  
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images to take proper action. The main purpose of previously developed quality 

measures (SALQI and MH) is to provide such kinds of information about the quality of 

facial images to the proposed adaptive enhancement algorithm. Together those two 

measures are used to design a novel adaptive approach for biometric sample 

enhancement using pre-processing algorithm (HE) on the whole image, on its left half, 

on its right half, or nowhere. This new approach is called Quality-based symmetrical 

adaptive histogram equalization (QSAHE). It is designed specifically as an adaptive 

illumination normalization pre-processing algorithm that is usually needed for face 

recognition. We have to mention that values of (Thershold1, Thershold2 and 

Thershold3) are optimised on different training set (i.e. development set) and used by 

this algorithm during testing (or operational phase). The pseudo code of the QSAHE 

algorithm is described below. 

 

 

          

 

 

 

 

 

 

 

 

 

 

 

 

The experimental results have shown that the QSAHE algorithm performs better than 

compared state-of-art approach (HE) by improving illumination for the required subsets 

(3, 4, and 5) of the extended Yale B database, as shown in Fig. 3-8. Hence, we can draw 

the following conclusion about using biometric quality measures to build adaptive 

biometric enhancement techniques that such techniques avoid excessive unnecessary 

enhancement procedures that may cause undesired artefacts. In our experiments, two 

different wavelets are used: Daubechie-1 and Daubechie-2.  

 

1. Calculate the quality scores for the image (I) using (SALQI) and (MH) 

2. If (SALQI < Thershold1) and (MH < Threshold 2) Then 

       IF (MH < Thershold3) Then  

            {Apply normalization algorithm on the whole image (I)} 

       Else if  (MH >= Thershold3) Then 

a. Apply HE on the left region of image (I) and compute SALQI 

b. Apply HE on the right region of image (I) and compute SALQI 

c. Apply HE on left and right regions of the image (I) and compute SALQI 

Select the case that has higher SALQI value 

                      End if 

        3.  Else if (SALQI >= Thershold1) and (MH >= Thershold2) Then 

{Do not apply histogram normalization algorithm on image (I)} 

4. Else    {Apply normalization algorithm on the whole image (I)} 

     5. End if 

     Feed image (I) to the face recognition system 
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Figure 3-8: Illumination of extended Yale B face database subsets in terms of quality after applying 

proposed quality aware enhancement technique (spatial domain) and HE, where y-axis (frequency) 

represents the No. of images in subset with associated quality on x-axis. 
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Also different values for SALQI and MH quality measures are used as thresholds for 

the QSAHE approach. The closed-identification recognition results in Tables 3-3, 3-4, 

3-5 and 3-6 reveal that the LH2 subband gave the best results under varying 

illumination conditions. The error rate using this subband for (QSAHE with SALQI 

<0.6) is the lowest, as shown in Table 3-4. However, QSAHE resulted in slightly 

increased error rates for subset 3 images, while it reduced the errors of subset 4 and 

subset 5. The results for LL2 features are significantly better, although these error rates 

are much higher than the errors with LH2; hence we can use them to improve the score 

level fusion (Sellahewa and Jassim, 2008). Overall, we can say that there is noticeable 

improvement in the performance of face recognition system in terms of recognition 

accuracy.  

 

Table 3-3: Identification error rates using different illumination normalization techniques for wavelet 

Daubechie-1, subband: LL2. 

Pre-process Algorithm Set1 Set2 Set3 Set4 Set5 All 

No pre-process 08.89 18.20 83.30 95.82 97.20 70.71 

HE, ZN 03.11 25.88 70.99 90.11 85.57 64.52 

QSAHE, SALQI <    0.60 02.67 07.89 37.80 73.76 76.61 48.36 

QSAHE, SALQI <    0.70 02.67 07.89 38.02 73.76 76.47 48.36 

QSAHE, SALQI <    0.80 02.67 20.83 40.00 73.76 76.47 51.22 

QSAHE, SALQI <    0.90 02.67 07.89 38.24 75.10 76.05 48.57 

Note: Here ZN refers to Z-score normalization.   

Table 3-4: Identification error rates using different illumination normalization techniques for wavelet 

Daubechie-1, subband: LH2. 

Pre-process Algorithm Set1 Set2 Set3 Set4 Set5 All 

No pre-process 08.00 00.00 30.50 71.10 95.20 50.97 

HE, ZN 07.56 00.40 17.50 26.60 14.10 14.31 

QSAHE, SALQI <    0.60 07.11 00.00 12.90 18.20 11.30 10.61 

QSAHE, SALQI <    0.70 07.11 00.00 12.90 18.60 11.40 10.73 

QSAHE, SALQI <    0.80 07.11 00.00 12.50 18.40 12.30 10.86 

QSAHE, SALQI <    0.90 07.11 00.00 12.70 18.60 11.30 10.65 

   

 

Pre-process Algorithm Set1 Set2 Set3 Set4 Set5 All 

No pre-process 08.44 14.25 80.66 95.63 97.20 69.36 

HE, ZN 01.78 20.83 67.47 90.30 85.71 62.84 

QSAHE, SALQI <    0.60 00.89 04.61 30.99 72.05 77.03 46.00 

QSAHE, SALQI <    0.70 00.89 04.61 31.21 71.86 76.89 45.96 

QSAHE, SALQI <    0.80 00.89 15.79 33.19 72.05 77.03 48.57 

QSAHE, SALQI <    0.90 

 

00.89 04.61 31.43 73.38 76.47 46.21 

Table 3-5: Identification error rates using different illumination normalization techniques for wavelet 

Daubechie-2, subband: LL2. 
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Table 3-6: Identification error rates using different illumination normalization techniques for wavelet 

Daubechie-2, subband: LH2. 

Pre-process Algorithm Set1 Set2 Set3 Set4 Set5 All 

No pre-process 14.60 00.00 35.60 66.30 89.60 49.83 

HE, ZN 13.30 00.00 24.80 28.30 18.30 17.80 

QSAHE, SALQI <    0.60 13.30 00.00 20.20 21.40 15.80 14.65 

QSAHE, SALQI <    0.70 13.30 00.00 20.20 21.40 15.80 14.65 

QSAHE, SALQI <    0.80 13.30 00.00 20.60 21.40 16.30 14.90 

QSAHE, SALQI <    0.90 13.30 00.00 20.20 21.20 15.60 14.56 

 

Fig. 3-9 presented below shows some examples of pre-processed face images using HE 

and QSAHE algorithms. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

           Original Image                             Image after (HE)                         Image after (QSAHE) 

                      

              

                   

 

              

 

 

 

                

 

 

 

                

             Q=0.93                                              0.70                                                  0.93 

                 
            Q=0.27                                               0.47                                                  0.71 

 

                 

                Q=0.17                                             0.49                                                 0.70 

 

              

               Q=0.12                                             0.63                                                  0.63 

 
Figure 3-9: Examples of pre-processed face images using HE and QSAHE, here Q refers to quality 

score in terms of SALQI and MH quality measures. 
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3.6 Summary and Conclusions 

A current trend in biometric recognition is to augment biometric signal quality 

information in different stages of the biometric systems with the aim of boosting the 

performance of these systems. In this chapter, we investigated and developed new 

image quality measures that reflect the distribution of illumination distortions, such as 

shadows, that could have an adverse effect on face recognition systems. Based on these 

measures, new adaptive illumination normalization has been developed for facial 

images. The first quality measure is based on the LQI measure, but instead of relying on 

the use of a good quality reference image, it exploits the symmetry of the face to select 

one half of the face image as a reference. The second quality measure is based on the 

nature of the histogram distribution. We tested the performance of an adaptive biometric 

sample enhancement procedure (i.e. QSAHE) and demonstrated much improved results. 

We also tested the performance of an adaptive wavelet-based face recognition scheme, 

which uses the QSAHE algorithm and demonstrated noticeable improvements in the 

performance of the adaptive face recognition system over the corresponding non-

adaptive scheme.  We have to mention that this method is not restricted just to halves 

regions but it can be used for other region sizes, such as first quarter or top region of the 

facial image. Finally, this algorithm works well in the presence of accurate localized 

face images as exist in the extended Yale B face database; however, it will perform less 

well if the face images are misaligned or not localized accurately. In future work, we 

will develop this algorithm further by overcoming the earlier issues. This is an 

important consideration, especially if we want to use such a technique to normalize the 

face images in video-based face recognition systems where the face images may not be 

localized accurately, translated or rotated. The results in this chapter inspired us to go 

further by investigating the relationship between the biometric discriminative 

information and recognition accuracy in different quality conditions. 
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Chapter 4  

Biometric Information Content in Terms 

of Image Quality 
 

 

The investigations in the last chapter have demonstrated the effect of image quality, 

measured in terms of illumination condition, on the accuracy of face recognition. 

Human ability to recognise faces even under extreme variation in illumination 

conditions, despite the fact that such variations have a visible impact on image quality, 

raises questions about the impact of these variations on machines‟ discriminative 

capabilities. This chapter studies the influence of biometric sample quality on the 

amount of discriminative biometric information, as measured quantitatively, under 

different recording conditions, using several feature extraction techniques. The 

investigations reported in this chapter
3
 are closely related to the realisation of our 

central aim of developing quality aware adaptive techniques for face recognition 

systems. 

Information theory is an important field in mathematics that concerns assessing 

information content. The concepts and methods of information theory have been used to 

solve problems in several areas of science such as computer science, statistics, 

communication, etc (Cover and Thomas, 2006). Here, we present an analysis of 

identifiable biometric information content using Relative Entropy (RE) measures for 

face biometrics in relation to the accuracy of face-based authentication under different 

quality conditions. We shall demonstrate that severe image quality degradation may 

result in more than a (75%) drop in RE values in face images. We shall also investigate 

the influence of the Feature Extraction Technique (FET) adopted in a face recognition 

scheme on RE values of the biometric sample, and compare RE values for some 

commonly used FETs, including PCA features and a number of wavelet subband 

features at different levels of decomposition. Since facial features are not randomly 

distributed in the spatial domain, then it is highly unlikely that information content of 

                                                
3 The work in this chapter is inspired by the theme of this thesis and the content of this collaborative 

effort published in (Jassim, Al-Assam, Abboud and Sellahewa; 2011).  
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face biometrics is uniformly distributed across the different regions of face images. The 

regional versions of the above investigations will be studied to determine the facial 

features/regions that have more influence on accuracy and RE values. We also discuss 

the effect of individual differences on RE values and accuracy rates.  

The rest of this chapter is organised as follows. We first present a brief literature survey 

of existing entropy-based approaches for solving different problems in biometric 

research area. We shall then discuss methods of measuring entropy, and conclude by 

presenting the results of experimental work conducted for the various investigations 

mentioned above. 

 

4.1 Entropy-related Schemes: Literature Survey 

Information content of biometric samples can be defined as: “the decrease in the 

uncertainty about the identity of a person due to a set of biometric features 

measurements” (Adler et al., 2006). There are several potential benefits of measuring 

biometric information content (Youmaran and Adler, 2006): (1) helps assess the 

uniqueness of biometric modalities such as face or fingerprint  (2) supports biometric 

data fusion whenever the biometric system consolidates information from 

multiple sources (Ross and Jain, 2003) (3) helps improve the security of biometric 

templates and, by implication, security of cryptographic keys generated from biometrics 

(4) helps identify possible limits on biometric template/key size and implications for 

encryption, and (5) helps evaluate the performance and privacy of biometric systems. 

Fig. 4-1 presented below shows the relationship of information theory with other fields. 

The information content of any signal/vector can be measured in terms of entropy, 

which can be defined as a quantitative measure of randomness (or uncertainty) in the 

signal among all the signals of the same structure. The level of randomness of biometric 

features is an important factor in determining the uniqueness of one‟s biometric identity. 

Biometric template entropy is therefore a quantitative measure of randomness or 

uniqueness of template among the population of biometric templates. Biometric 

templates are obtained from raw biometric data through a feature extraction scheme 

consisting of a number of signal processing procedures, each of which has its own 

impact on the entropy measure. This implies that biometric templates have very 

different, usually low, entropy compared to the entropy of the original raw biometric 
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sample (Arakala et al., 2009). Several approaches have been proposed to assess the 

entropy of biometric samples in the literature. Wayman (Wayman, 2004) used the 

„cotton ball model‟ to measure the separability of Gaussian feature distributions to 

quantify the information content of biometric samples. In a broadly similar direction, 

Daugman (Daugman, 2002) developed the concept of discriminative entropy as a 

measure to assess the amount of discriminative information in biometric samples by 

analysing distributions of impostor matching scores. Another approach, developed by 

Adler and his colleagues (Adler et al., 2006; Youmaran and Adler, 2006), measures the 

information content of biometric features using a relative entropy measure which helps 

to quantify how much information is available in biometric modalities such as (face and 

iris).  

 

Figure 4-1: The relationship of information theory with other fields (adapted from (Cover and Thomas, 

2006)). 

 

Entropy calculations have been used for different purposes in the biometrics literature. 

For instance, Garcia-Salicetti et al. (Garcia-Salicetti et al., 2008, 2009) developed a 

novel entropy measure for an improved writer enrolment in which entropy computed 

locally on the portions of genuine signatures. As online signature is a temporal signal, 

the entropy of each genuine signature is measured per time unit (second) and averaged 

and normalized by the number of time units. The average time-normalized entropy 

computed on a set of genuine signatures allows the categorizing of writers in an 

unsupervised way, using a k-means algorithm in several categories. The writers 
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categorized using this entropy measure into: (high entropy clients) who have highly 

variable, short and low information content signatures, (low entropy clients) who have 

stable, longer and complex signatures with the aspect of handwriting signatures, and 

(medium entropy clients) who have some characteristics similar to high entropy clients 

and others similar to the low entropy clients. These three entropy categories have 

different behaviours in terms of performance; therefore, instead of considering the 

global performance of a biometric system, one can assess the performance of different 

individuals in terms of recognition difficulty. Performance assessment shows that one 

category of signatures is significantly more reliable in the recognition phase. This 

categorization process is crucial because the performance of the verification system 

differs significantly between the extreme categories of highest and lowest personal 

entropy. The same studies also show the relationship between this measure and state-of-

art classifiers (Dynamic Time Warping (DTW), Gaussian Mixture Model (GMM) and 

Hidden Markov Model (HMM)).  

In the context of biometric fusion, Gurban and Thiran (Gurban and Thiran, 2008) 

proposed a method to fuse audio and video biometrics based on a biometric information 

measure. The evaluated measure is used to estimate the reliability of each biometric and 

then the chosen fusion weights are based on these estimates. The reliability estimates 

are influenced by variations in recording conditions. The biometric system can adapt 

automatically to any kind of distortion in the biometric modalities by assigning different 

weights based on their current reliability estimates. Such an adaptive strategy makes the 

biometric system more robust to the varying types of noise such as white and babble 

noise. Chen and Chandran (Chen and Chandran, 2007) proposed a method to construct 

robust bio-keys based on the entropy-based feature extraction algorithm and Reed-

Solomon error correcting codes. This represents a potential way of protecting saved 

secret keys in the cryptography algorithms, using biometrics instead of passwords. In 

the next section, we introduce the fundamentals concepts of information theory.  

 

4.2 Measuring Biometric Information 

In the following subsections, we discuss the existing methods of quantifying the amount 

of discriminative information in biometric traits. One of these methods will be used in 

the following sections to measure the information content of face biometric samples 

under different quality conditions. 
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4.2.1 Discriminative Entropy 

Discriminative entropy as a measure of randomness/uncertainty in iris codes has been 

developed by John Daugman (Daugman, 2002) to assess the correlation among the bits 

of the iris templates (degrees of freedom) in the (2048-bit) iris template. It measures the 

amount of information in the iris images by analyzing the impostor Hamming distances 

(HD) matching scores distribution. Matching the bits of two iris codes of length (m) is 

equivalent to running (m) Bernoulli trials whose probability of success (two aligned bits 

being the same) is (0.5). Based on experimental results, if the (m) Bernoulli trials are 

independent, the PDF would be much sharper and the standard deviation will be small 

and this is due to the correlation among the iris‟s bits.  Hence, the HD matching scores 

of different iris codes is a random variable that has a binomial distribution whose 

Probability Density Function (PDF) as shown below: 

 

     
  

        
                                         (4-1) 

 

Here, x = m/N is the outcome fraction of N Bernoulli trials and  

 

                                                                           (4-2) 

 

is the degrees of freedom in iris codes, where   and    are the mean and standard 

deviation. The iris code impostor HD matching scores were observed by measuring the 

distances between 4,258 different iris images using Hamming distance measure yielding 

9.1 million matching scores. The resulting binomial distribution of impostor HD 

matching scores was found to have mean (  =0.499) and standard deviation (  = 

0.0317). Using equation (4-2) yields a degree of freedom of 249 bits out of the 2048 bits 

of iris code. Unfortunately, the use of the distribution of impostor matching scores to 

measure information content of face biometric is not applicable due to the rather limited 

variation in inter-class face images in contrast to the rather wider variation in intra-class 

face images. All faces have similar geometric structure. Indeed this difficulty is used by 

Dougman to justify the use of the iris as the most reliable biometric, (see Daugman, 

2002). An obvious alternative is offered by the use of relative entropy. 
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4.2.2 Relative Entropy 

In statistics, the distance between two distributions can be computed by several different 

methods. One interesting measure is the f-divergence (i.e. Kullback–Leibler (KL)) 

divergence which is also known as relative entropy, or information for discrimination. 

KL divergence           is the asymmetric distance between two distributions to 

measure the inefficiency of assuming that the distribution is     when it should be ( ). 

        is defined as follows: 

                        
x

dx
xP

xU
xU
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)(
log)( 2                                            (4-3) 

 Alder (Adler et al., 2006; Youmaran and Adler, 2006) has extended this definition to be 

applied as the entropy measurement of biometric data. If the population distribution of a 

certain biometric trait is assumed to be ( ) and a user distribution is ( ) then         is 

the amount of information that distinguishes the user ( ) from the population. Unlike 

discrimination entropy, relative entropy can also be calculated for each individual. To 

estimate the relative entropy        , there is a need to estimate the two distribution 

     and      . In our experiments, we need to estimate the distribution of biometrics 

features across different samples of a user        and across samples of the 

population      . By approximating the two distributions by two Gaussian distributions, 

as suggested by (Alder et al., 2006), the relative entropy is given below:   
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Where : The mean and the covariance matrix of      

and        respectively, and 

 and  

In the next section, we conduct experimental work to investigate the influence of quality 

on the amount of biometric information by studying the relationship between quality, 

relative entropy and accuracy of face recognition schemes. 
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4.3 Experimental Database and Testing Protocol 

The Extended Yale B face database (see section 3.5) provides an excellent testing 

platform for variation in quality conditions (Georghiades et al., 2001), and hence 

provides the testing platform for investigating the relationship between image quality 

and RE in the corresponding biometric templates. In all experiments, the first five 

images per user from subset 1 (the extended Yale-B database) were selected as 

reference images to form the gallery set and all the remaining images were used for 

matching which is based on Euclidean distances. For a subset i, if Ni is the number of 

testing images, then the number of client tests= Ni × 38, and the number of imposter 

tests= (Ni × 37 x 38) /2.  All face images were used without pre-processing. Face image 

qualities were assessed using the LQI measure which was described in (section 2.4) 

equation (2-5). The reference image used to calculate LQI is the average face image of 

all 38 individuals (i.e. the average of the frontal pose and in direct illumination image 

(P00A+000E+00) of each subject) (Sellahewa and Jassim, 2010). In practice, the LQI of 

an image with respect to another reference image is calculated for each window of size 

8x8 pixels in the two images, and the average of these entire blocks defines the LQI of 

the entire image.  

 

4.4 Influence of Quality on the RE of Whole Face Samples 

In this section, facial feature vectors are extracted from the whole face image using five 

FETs: 4 wavelets subbands (LL4, LH4, HL4, and HH4) and PCA in the spatial domain. 

The output of applying each of the FETs is a feature vector of size (132), which makes 

the results of the five FETs comparable. Table 4-1 shows the influence of quality on the 

amount of discriminative biometric information by inspecting the relationship between 

the biometric Relative Entropies (REs), authentication accuracy represented by the 

EERs, and biometric sample quality (in terms of LQI). Table 4-1 provides a comparison 

of the performance of the five FETs for the different subsets of the database. This table 

reveals a number of clear patterns that confirm a strong correlation between image 

quality, verification accuracy and relative entropy. For each feature extraction scheme, 

except for subset5, increased image quality results in higher accuracy and higher 

relative entropy. For subset5, where the average quality is the lowest, the pattern is not a 

clear one. 
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Table 4-1: Comparison of authentication accuracy vs. relative entropy for different illumination quality 

subsets 

su
b

se
ts

 
Quality Entropy and Authentication Accuracy 

Avg Std Min Max 

LL4(132) LH4(132) HL4(132) HH4(132) PCA(132) 

EER 
(%) 

RE 
(bits) 

EER 
(%) 

RE 
(bits) 

EER 
(%) 

RE 
(bits) 

EER 
(%) 

RE 
(bits) 

EER 
(%) 

RE 
(bits) 

S1 0.94 0.034 0.77 0.99 5.06 138.56 0.00 196.64 0.69 189.59 0.00 201.15 1.70 101.33 

S2 0.90 0.043 0.68 0.97 21.58 79.90 1.42 144.71 3.47 132.03 0.08 150.85 4.07 77.86 

S3 0.76 0.077 0.51 0.95 34.08 36.46 5.70 92.87 18.11 77.79 4.40 91.88 21.80 43.85 

S4 0.52 0.073 0.25 0.73 44.39 14.98 14.20 68.43 39.70 41.45 19.98 59.24 38.65 24.64 

S5 0.31 0.110 0.10 0.56 43.43 22.02 12.76 82.94 44.15 49.16 23.98 66.01 36.17 32.23 

 

All the non-LL wavelet-based schemes significantly outperform the PCA scheme in 

terms of both accuracy rate and relative entropy. PCA outperforms LL4 in terms of 

accuracy, but LL4 outperforms PCA in terms of RE values only in high quality 

conditions. Among the wavelet-based schemes the HH4 has the best accuracy and 

higher RE value when the image quality average is (> 0.76) which excludes most of 

subsets 4 and 5, otherwise the LH4 has best accuracy and higher RE if average image 

quality (<0.76). The latter observation can be attributed to the fact that the most 

significant facial features (i.e. eyes and mouth) have elliptical shapes but predominantly 

in the horizontal direction, and worsening illumination indices have less effect on 

horizontal features. Note that, LH4 does highlight horizontal features. Fig. 4-2 presented 

below shows that increasing face image quality results in higher biometric information. 

 

Figure 4-2: The amount of biometric information of face images using different FET techniques across 

different quality conditions. 
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4.5 Influence of Quality on the RE of Face Regions 

The fact that different facial features (i.e. eyes, nose, mouth, chin, cheeks, and eyebrows) 

have different structures and are in relatively known locations within the face image, it 

is necessary to investigate the regional contribution to authentication accuracy and RE 

values.  In this section, we analyze the influence of face sample quality on the entropy 

across different regions of facial images, and discuss the relationship with 

authentication accuracy. Since facial features are mostly horizontal, we confine our 

investigation to horizontal regional partitions. The analysis aims to address the question: 

Is relative entropy distributed uniformly over all regions of the biometric data or do 

some face regions have higher RE compared to others under different quality conditions?  

Understanding the distribution of REs across different face regions might help in a 

number of applications such as adaptive fusion, biometric key generation, and adaptive 

quality assessment.  Overlapping horizontal windows of size (8x168) are used for the 

regional RE analysis of the (192x168) pixel face images. This is based on the 

observation that most individual facial features are contained within 8 rows in the 

spatial domain, while windows of height 16 would certainly cover more parts or all of 

two facial features. The overlap between two successive windows is set at (6x168) 

pixels. The use of overlapping windows reduces the chance of cutting discriminating 

features and facilitates reasonable alignment of facial features for all person images. In 

order to use wavelet-based feature extraction schemes, individual window height must 

be at least 2k for k
th
 level decomposition. There are 93 overlapped horizontal windows 

covering the whole face image as shown in Fig. 4-3. This choice limits the level of 

wavelet decomposition to 3.   

 

 

Figure 4-3: Overlapped windowing of face images. 
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First we used LQI to measure the image quality of each window to get a better 

understanding of the distribution of quality across different regions of face images (i.e. 

illumination distribution for this database). Fig. 4-4 shows the regional quality 

variations for each subset of the extended Yale B database.  

 

Figure 4-4: Quality variations across different overlapped regions in the spatial domain (Window_ ID 

axis represents top-down overlapped windows). 

 

Remarkably this chart illustrates that the quality of each window is affected in the same 

way in the 5 different subsets of the database even though in each subset these qualities 

fluctuate across the regions. Fig. 4-5 illustrates the regional relative entropies and 

authentication accuracy (in terms of EER (%)) of the five FETs (LL3, LH3, HL3, HH3, 

and PCA), using face images of different qualities. The average EER of all individuals 

is reported.      
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(c)  LH3 Relative Entropy (bits)                                  (d) LH3 Equal Error Rates (%) 

 

  

                 (e) HL3 Relative Entropy (bits)                                 (f) HL3 Equal Error Rates (%) 

 

  

(g) HH3 Relative Entropy (bits)                                 (h) HH3 Equal Error Rates (%) 
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         (i) PCA (132) Relative Entropy (bits)                          (j) PCA (132) Equal Error Rates (%) 

 

Figure 4-5: Regional RE and accuracy distribution for the five FETs across different illumination subsets 

(win ID axis represents top-down overlapped windows). 

 

The regional RE charts of the five FETs show that the upper part features of the face 

image have the highest discriminative information (RE), the bottom part face features 

comes second, and the middle part face features have the lowest information content. 

This claim is supported by the general trend of authentication accuracy (in terms of 

EER %) where the upper windows tend to outperform other regions. In other words, the 

upper part features of the face image contribute more in recognizing different 

individuals. Moreover, the regional REs decrease sharply as a result of image quality 

degradations. Detecting the most informative regions is dependent on the underlying 

FET. For example, (LL3, LH3, and HL33) include more information content in the 

upper region windows compared to (PCA and HH3), whereas (LH3 and HL3) include 

more information content in the bottom region windows as well as in the upper regions. 

This observation about the RE distribution can be used to improve adaptive fusion of 

FETs for enhanced accuracy. In adaptive fusion, different weights are given to different 

components of the fused system and here we should be having a strategy that exploits 

the regional variations and quality values in dynamically selecting the weights. 

 

4.6 Individuals Relative Entropies 

The results in Table 4-2 for RE values in the whole face images are based on average 

values for all the 38 subjects in the database. Table 4-2 shows individuals RE values 
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using 5 FET in different illumination conditions and also contains various measures of 

dispersion of RE values.      

                                            

Table 4-2: Individual differences of RE values for different FETs and different quality levels 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

The RE is computed separately for each individual to test whether there are variations in 

the RE among different individuals. Close examination of the spread of individuals RE 

values (large standard deviation values and the large range of RE values) reveals 

Quality Feature 

Extraction 

Individual relative entropies (bits)  

Max Min Mean Std Max/Min 

Subset1 

LL4 319.84 79.62 138.56 43.45 4.02 

LH4 256.50 120.07 196.64 31.24 2.14 

HL4 316.83 133.67 189.59 33.36 2.37 

HH4 333.82 130.46 201.15 36.06 2.56 

PCA 128.62 83.44 101.34 9.36 1.54 

  

Subset2 

LL4 182.29 43.24 79.91 26.99 4.22 

LH4 191.94 86.83 144.45 22.52 2.21 

HL4 202.86 92.12 132.03 24.16 2.20 

HH4 239.33 97.65 150.85 26.91 2.45 

PCA 101.50 60.22 77.86 8.66 1.69 

  

Subset3 

LL4 95.04 17.51 36.46 16.87 5.43 

LH4 128.95 53.69 92.87 18.60 2.40 

HL4 127.63 53.91 77.79 17.15 2.37 

HH4 133.59 61.18 91.88 14.12 2.18 

PCA 62.26 30.90 43.85 7.62 2.01 

  

Subset4 

LL4 44.69 6.64 14.99 9.11 6.73 

LH4 100.04 45.11 68.43 14.20 2.22 

HL4 94.25 23.60 41.44 12.28 3.99 

HH4 79.74 41.66 59.24 9.94 1.91 

PCA 51.64 16.27 24.64 6.82 3.17 

  

Subset5 

LL4 77.08 9.44 22.03 14.57 8.17 

LH4 126.71 54.56 82.94 16.98 2.32 

HL4 127.69 28.14 49.17 18.29 4.54 

HH4 97.61 46.33 66.01 12.10 2.11 

PCA 81.75 18.81 32.23 11.92 4.35 

 

 

 

Average 148.088 57.4028 88.654 18.5312 3.17 
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significant differences among individuals in the amount of discriminative information 

that each one has. Such significant differences in the RE mean that there are variations 

in performance among different individuals. Such observation can lead us to the 

obvious conclusion that there are difficult and easy individuals to recognize depending 

on the inherent characteristics and quality of biometric samples of each one.  

We can utilize such differences to develop adaptive strategies for biometric systems by 

categorizing those individuals into several groups and developing group-based 

processing techniques, for example, group-based score normalization or group-based 

fusion techniques. However, these individual differences are highly dependent on the 

underlying FET and the face image quality. For the LL4 and the PCA schemes, and to 

some extent for the HL4, the max/min ratios increase significantly as image quality 

decreases. However, these ratios are stable for LH4 and HH4 schemes. To illustrate 

these remarks, Fig. 4-6 presents the individual REs of whole face features for the 38 

individuals in the database, using the LL4 FET. Note that the individual differences 

persist across different face image quality levels.  

 

 

 

Figure 4-6: Individual REs distribution based on LL4. 

 

4.7 Summary and Conclusions 

We have investigated the influence of biometric sample quality on the amount of 

biometric information of face samples across different quality conditions using several 

feature extraction techniques. We found that there is a strong correlation between RE 
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values and accuracy rates that holds for all image quality levels and all recognition 

schemes. Also, the RE values are dependent on the recognition scheme with wavelet- 

based ones all outperforming the PCA scheme. Except for the lowest quality level, the 

RE value increases as image quality decreases. Similar patterns have been revealed 

when regional REs and accuracy rates were investigated, and the results demonstrate 

that the middle region of the face has less randomness than the upper or the lower parts 

of the face. Our experiments revealed that individual differences are a very interesting 

influencing factor on RE values, which can be exploited to improve face recognition. In 

fact, we observed that severe image quality degradation may result in more than a (75%) 

drop in RE vales in face images. The results confirm the superiority of wavelet-based 

FETs over PCA in terms of RE values and accuracy rates across different image quality 

levels. The earlier observations and conclusions motivated us to investigate more about 

an individual's behaviour in different quality conditions. Also, these investigations 

increase our recognition of the importance of biometric information of different regions 

within face images under different quality conditions. This will help develop more 

efficient and robust quality aware adaptive techniques see (the next two chapters). In 

chapter 5, we demonstrate that recognizing individuals requires only a small amount of 

biometric information in the form of a small number of overlapped/non-overlapped 

windows of full/partial biometric samples.  
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Chapter 5  

Adaptive Incremental Fusion of Partial 

Information 

Most face recognition schemes are based on extracting biometric feature vectors from 

whole face images. Extreme variation in quality conditions between biometric 

enrolment and recognition stages badly affects the performance of face recognition 

systems. For example, bad illumination results in the presence of shadows and in 

extreme cases has the same effect as occlusion. Such problems have partly motivated 

several investigations into the use of partial facial features (e.g. nose, eyes, mouth, etc) 

for face recognition. Moreover, the investigations into regional recognition accuracy 

and RE variations under different image quality have provided more support for the use 

of partial face recognition. Partial Face Recognition (PFR) is potentially useful in 

several applications, for instance, it can be used in forensics for detectives to identify 

individuals after some accidents such as fire or explosion. Also it can be used to 

recognize uncooperative individuals in unconstrained environments when some parts of 

face images may be occluded.  

Traditional partial face recognition schemes are based on contiguous regions of the face 

around facial features such as eyes, nose, mouth, etc. The rather complex geometry of 

facial regions means that variations in lighting conditions may have different effects on 

image quality over different parts of the face image and position and size of shadowy 

regions is influenced by the direction of the lighting source. These facts motivate the 

widening of the concept of partial face recognition to include the use of collections of 

not necessarily contiguous image blocks. The main objective of this chapter is to 

investigate and develop an adaptive incremental fusion scheme for partial face 

recognition systems, where we adopt the widened version of partialness. We achieve 

this aim by determining the optimal ratio of partial face images (i.e. optimal subset of 

classifiers within face images) for different quality conditions. We shall rank face image 

windows in terms of discriminating features and develop rules for fusing high ranking 

sets of windows. The experimental results and discussion are presented to show the 

efficacy of the proposed schemes. 
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5.1 Existing Trends in Partial Face Recognition 

A vital step in a face recognition system is the extraction of discriminatory features 

from face images that can be used to identify the person or verify a claimed identity. 

The most common approaches to face recognition consider the entire face image for 

feature extraction. The accuracy of most face recognition schemes is affected by global 

phenomena such as varying lighting conditions in unconstrained environments. Local 

feature-based approaches (Penev and Atick, 1996) aim to extract discriminative features 

from regions/patches containing facial features such as eyes, nose and mouth, that are 

invariant to global changes. These approaches often lead to improved recognition 

accuracy under varying conditions compared to global approaches, but they rely on the 

accurate localization of the specified facial feature. In general, these feature-based 

techniques give equal consideration for each local subregion in terms of their 

contribution to the overall recognition, irrespective of the amount of discriminative 

information contained in each subregion at a specific quality condition. For a variety of 

applications, interest is growing in expanding local-feature-based face recognition into 

cases where parts of the face could be occluded or of severely degraded quality 

(Martinez, 2002; Tan et al., 2005; Tan et al., 2009). There are situations where criminals 

intentionally try to cover their faces to avoid recognition (Hicklin and Khanna, 2006); 

for example, where top part/eyes region (people are wearing sunglasses) or bottom part 

of face (people are wearing veil or mask) is hidden (Teo et al., 2007).  

Recent partial face recognition includes Sato et al.‟s (Sato et al., 1998) use of Radial 

Basis Function (RBF) networks to localize ear images, extract their features and 

recognize them. RBF consists of a hidden layer which is responsible for clustering and 

reducing dimension of the data. They exploit RBF to localize the partial ear image from 

the whole side face image and then extract features of the localized ear image. RBF has 

also been used by (Gutta et al., 2002; Gutta and Wechsler, 2003) who demonstrated that 

full and half face images have comparable performances, and that there is no significant 

difference in using either left or right face parts for recognition. The eyes region is also 

used to recognize individuals and such method is ultimately useful in special 

circumstances, for example at airports to recognise women wearing a veil (Teo et al., 

2007). In addition, Neo et al. (Neo et al., 2007) used several different partial face 

images to find an optimal ratio of full face image for recognition. They found that (75%) 

of the face image is enough to achieve demonstrably recognition performance. PFR is a 
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viable solution to deal with Near Infrared (NIR) face videos containing partially 

occluded faces (Yi et al., 2009). The PFR is also useful to improve the performance of 

3D face recognition systems. It can use only the most distinctive information of 3D 

facial images (part of eyes and nose where human muscles cannot deform it much) 

(Szeptycki et al., 2010).  

The above-mentioned approaches use the whole available part(s) of the face images (i.e. 

all available features within partial images) for recognition. However, these approaches 

do not account for the optimal ratio (i.e. optimal subset of features) of whole/part facial 

images that the biometric system needs under a specific quality condition. 

Consideration has recently been given to local window-based approaches where the 

entire face image is first partitioned into a set of overlapping/non-overlapping windows. 

Features are extracted from each local window, and then combined into a single feature 

representation. Scale Invariant Feature Transform (SIFT) is a general computer vision 

scheme to detect local features (Lowe, 2004; Geng and Jiang, 2009). It can be used for 

partial face recognition. The detection step in this algorithm is affected by illumination 

conditions, and may remove some important distinctive facial features of low contrast 

or along small edges (Križaj et al., 2010).  Here we investigate selecting adaptively the 

most discriminating blocks (i.e. features) of partial face images with the aim of 

improving recognition accuracy and efficiency of the biometric system for different 

quality conditions. Such quality-based adaptive selection of the most discriminative 

features provides a particular way to avoid redundant or bad (i.e. low quality) features at 

a specific quality condition. In the rest of this chapter the term Partial Face Recognition 

(PFR) includes the use of collections of not necessarily contiguous image blocks.  This 

approach would allow the inclusion of most discriminating features and/or best image 

quality windows even when other parts are missing.  Such a PFR scheme is of great 

interest to forensics, when only parts of the face are available due to accidents such as 

fire or explosion, scarred faces, birth defects. It is also useful in surveillance 

applications when only part of face images can be captured (Neo et al., 2007) or when 

the subject is unwilling or can only provide part of the face for recognition. In many 

cases the available parts may not include a whole facial feature. In the next sections, we 

explain the proposed quality aware fusion scheme, face databases and present 

experimental results with their discussion.   
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5.2 Incremental Fusion of Partial Biometric Information 

The incremental fusion of partial biometric information is based on the premise that to 

achieve optimal recognition accuracy in face recognition systems only small parts (i.e. 

blocks
4
) of face images have discriminating power at a specific quality condition. We 

subdivide the face image (or part of a face image) into overlapping/non-overlapping 

windows of fixed size, and then rank these windows according to their discriminative 

power. Finally, these windows (i.e. classifiers) are incrementally (or cumulatively) 

fused for improved accuracy until an optimal rate for each quality condition is achieved. 

In the rest of this section, we describe the subdivision schemes as well as the 

incremental fusion strategy.  Fig. 5-1 shows some examples of partial face images.  

 

Figure 5-1: Examples of partial face images. 

                                                
4 The words „block‟ and „window‟ have the same meaning which is the area of size, for example (8x8). 
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For practical reasons, we shall use windows of fixed size. In our experimental work, 

face images are first resized to (180x120) pixels and divided into overlapped windows 

of size (30x30) pixels in both vertical and horizontal directions. The amount of overlap 

between two successive windows is (20x20) pixels. This results in 160 windows in total. 

We also experiment with partitions of non-overlapped windows of size (30x30) which 

results in 24 windows. The choice of (30x30) block size is a trade-off between 

performance and computational complexity. The larger block size means more loss of 

spatial information, while the smaller block size leads to more computation. Once the 

face images are divided into overlapping windows, face image features are extracted 

from these windows using a wavelet-based feature extraction scheme at level2 

decomposition (Sellahewa and Jassim, 2010). Consequently, each window is 

represented by 4 feature vectors, representing the various wavelet subbands at level 2. 

Note that each wavelet subband provides a representation of the person‟s face at a 

different scale and frequency subband. At the recognition stage, a similarity score is 

computed between each of these feature vectors obtained from a fresh face image 

window with the feature vectors from the corresponding window in the templates at the 

same location.  

Fusion is used to improve recognition accuracy when two or more classifiers are 

available, but with less than acceptable accuracy rates. In the biometrics literature, there 

are a number of different levels of fusion including feature level, score level, decision 

level and rank level (Dass et al., 2005). The score level fusion is used in our 

experiments because of the availability of the scores. Also, the scores contain the 

necessary information to recognize impostors from client individuals (Dass et al., 2005). 

In this approach, three levels of fusion were used in the development and evaluation 

stages. Firstly, a quality-based fusion method (Sellahewa and Jassim, 2010) was used to 

fuse scores from different wavelet subbands to obtain a single matching score for each 

window by matching between the test image and each one of the stored templates. 

Secondly, different scores of the same window were obtained with the different 

templates fused by taking the minimum score. Finally, for each part of the face under 

consideration, the matching scores (  ) are fused incrementally from the most 

discriminating set of (n) windows to obtain one Incremental Partial Matching Score 

(IPMS).  

                                       
 

 
    

 
                                                   (5-1) 
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Here n is the number of fused windows beyond which no improved recognition 

accuracy is achieved. The rank or order of all windows (or blocks) is determined based 

on their recognition accuracy (discriminative power). The face image windows are 

fused incrementally (or cumulatively) based on this rank. In our experimental protocol, 

we have used a separate development set to determine the optimal number of windows 

(or features) and their rank for different parts of face images. The number of windows 

and their ranks are used by the biometric system during the operational stage. To 

establish the performance of Incremental Partial Fusion Scheme (IPFS), the matching 

scores are fused from all windows and the recognition accuracy for the part/whole face 

image is determined accordingly. Note that the proposed method can be equally applied 

to facial feature vectors extracted by any other feature extraction technique, and a 

working implementation could incorporate quality information associated with each 

window as its weight in equation (5-1). Fig. 5-2 below is an example to show the 

horizontal non-overlapped windowing process and an associated top-down ranking. It 

can be noticed that the eye regions have the highest discriminating information 

compared to other facial regions. 

 

Figure 5-2: (A) Windowing of face images (B) Top-down ranking of non-overlapped windows. 

 

5.3 Databases and Experimental Protocol  

Two face databases were used to evaluate the performance of the proposed IPFS.  

(1) Extended Yale B: provides an excellent testing platform for extreme variation in 

illumination conditions (Georghiades et al., 2001),  see section (3.5) for more details. 

(2) Yale B: contains 10 subjects and face images of each were recorded under 573 

viewing conditions (9 poses x 64 illumination conditions) (Georghiades et al., 2001). 

For each of the 64 illumination conditions, face images were captured in 9 different 
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poses from the camera optical axis, with Pose 0 being the frontal pose whose relative 

positions are shown below. 

 

 

 

  

Poses (P1, P2, P3, and P4) were 12 degrees from pose P0 while poses (P6, P7 and P8) 

were about 24 degrees. In our experiments, we only use face images in pose P3. Fig. 5-3 

shows some sample images from the Yale B face database. 

 

       

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5-3: Sample images from the Yale B face database. 
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Our experimental protocol is based on dividing the database into two equal disjoint 

groups of subjects. We divided extended Yale B face database into two groups of (19) 

subjects with (1216) images in each group while the Yale B face database was divided 

into two groups of (5) subjects with (320) images in each group (only P3 images were 

used in our experiment for this database). The group1 was used for enrolment and 

testing (i.e. evaluation), group2 was used as the development set. The evaluation set is 

used to test the performance of the biometric system under different quality conditions 

using different partial face images. In the evaluation stage, the biometric system uses 

the optimal number of face image windows and their rank (i.e. order) which has already 

been determined in the development set. Three biometric templates were used for each 

individual to train biometric system. For each enrolled subject, only the remaining 

subjects in the the same group attempted to impostor enrolled subject. Such usage of 

subjects in disjoint groups simulates the real operational biometric system and also it is 

very close to the practice. For a subset i, if (Ni) is the number of testing (evaluation or 

development) images and (Sb) is the number of subjects in each group then the number 

of client tests= (Ni × Sb), and the number of imposter tests= (Ni × (Sb-1) × Sb) /2. We 

conducted our experiments in similar  way to the BANCA experimental protocol 

(Bailly-Baillire et al., 2003).  

No illumination normalization procedures were applied, but the wavelet coefficients 

were z-standardized in the development and evaluation stages. DWT is used as feature 

extraction technique in these experiments. During the recognition stage, feature vectors 

of gallery and probe images are compared by calculating the distance between the two 

feature vectors (using City Block distance) and the verification of the probe image is 

based on nearest-neighbour (NN) classifier. Also we have to mention that the qualities 

of face image are assessed using the LQI measure which was described in section (2.4) 

equation (2-5). The reference image used to calculate the LQI index is the average face 

image of all 38 individuals (i.e. the average of the frontal pose and in direct illumination 

image (P00A+000E+00) of each subject (Bovik and Wang, 2002; Sellahewa and Jassim, 

2010). Results shown in terms of Half Total Error Rate (HTER): 

 

 

                                                         
       

 
                                                    (5-2) 
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5.4 Experimental Results and Discussion 

We conducted three groups of experiments to test the efficacy of the proposed quality 

aware IPFS under different quality conditions. The aim of the first group of experiments 

is to evaluate the performance of IPFS using face images from the (extended Yale B) 

database in the traditional way (laboratory-based evaluation) while the objective of the 

second group is to evaluate the performance of IPFS using the same images from the 

database in a practical way (operational-based evaluation). Finally, the objective of the 

third group is to evaluate the performance of IPFS using face images from the (Yale B) 

face database in the traditional way (laboratory-based evaluation). The full set of 

experiments covers all subdivision combinations for the complete face image, the top 

third part of the image, the middle third part of the image, the bottom third part of the 

image, the left half, the right half and each of the 4 equal quarters of the image: first 

quarter (i.e. top left quarter of the image is available), second quarter (i.e. top right 

quarter of the image is available), third quarter (i.e. bottom left quarter of the image is 

available) and fourth quarter (i.e. bottom right quarter of the image is available) 

respectively. In what follows, N1, N2, WO and WNO refer to the total number of 

overlapping windows, the total number of non-overlapping windows, the minimum 

optimal number of overlapped face windows to obtain lowest HTER, minimum optimal 

number of non-overlapped face windows to obtain lowest HTER, respectively. 

 

 

5.4.1 Experiment 1 

Fig. 5-4 shows the charts of HTER values for the experiments conducted on the 

evaluation set of images from the extended Yale B face database. Each chart displays 

HTER for each of the images in the 5 illumination subsets. Charts (A) and (C) in Fig. 5-

4 show the optimal HTER from incrementally fused minimal set of windows in the 

overlapping and non-overlapping subdivision schemes, respectively, while charts (B) 

and (D) in the same figure show the corresponding HTERs when the full sets of 

windows in each whole/part of the image are included. For comparison, chart (E) shows 

the performance of the holistic face scheme, without partitioning. These results have 

many interesting and significant implications for quality aware face recognition systems.  
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(A) Minimum_Overlapping_Windows                       (B) All_Overlapping_Windows 

  

            (C) Minimum_Nonoverlapping_Windows                    (D) All_Nonoverlapping_Windows 

 

                                                                        (E)  Whole_Face_Scheme 

Figure 5-4: Performance of proposed IPFS using overlapping and non-overlapping subdivision schemes 

in comparison to whole face images (without division) from extended Yale B face dataset (standard-based 

evaluation), for evaluation set of database. 
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First, these experiments do confirm the success of the IPFS, especially in low quality 

conditions. A comparison of the results shown in charts A or C to those shown in charts 

B or D in Fig. 5-4 respectively, reveal that fusing small proportions of overlapping/non-

overlapping windows suffices to achieve the optimal accuracy rates in all parts and 

across different illumination subsets. The significant improvement in performance using 

IPFS can be noticed obviously for face images of low quality. This can be attributed to 

ignoring low quality or irrelevant features (i.e. blocks). In short, more information does 

not mean better discriminating power.  

Secondly, comparing the charts for the two subdivision schemes of the minimum set of 

windows demonstrates that the overlapping schemes outperform the non-overlapping 

subdivision schemes in almost all tested parts of the face images and across different 

illumination. When the non-overlapping scheme outperforms the overlapping one, the 

differences in the HTER are insignificant, since the selection of image windows is 

somewhat arbitrary, then it is possible that discriminating features in face images may 

be concentrated in areas that intersect two or more adjacent windows (see Fig. 5-5). 

This is a plausible explanation of the observation that fusing of overlapping windows 

can result in greater discriminating powers. Nevertheless, overlapping subdivision 

reduces the chance of cutting discriminating features and facilitates reasonable 

alignment of facial features for all individual images.  Interestingly, the overlapping 

scheme achieves less than 4% HTER (<4%) in the full face across different illumination 

subsets, and in many other parts it is possible to achieve significantly low HTERs, (see 

Fig. 5-4 and Table 5-1). Fig. 5-5 presented below shows the concentration of windows 

within the full face image using overlapped and non-overlapped subdivision schemes 

across different quality conditions.  

These results compare very well with the performance of state-of-art face recognition 

schemes, (see e.g. (Ruiz-del-Solar et al., 2009)). The fact that these conclusions apply 

well to all illumination conditions without any illumination normalization procedures 

implies that IPFS is robust against extreme variations in lighting conditions. Moreover, 

these observations indicate that IPFS may provide a mechanism for dealing with 

occlusion. However, further investigations are needed to make credible conclusions in 

respect of robustness to occlusion. Table 5-1, below, shows the minimum number of 

overlapping/non-overlapping windows needed to achieve the optimal HTERs in all 

different parts of face images. 
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Figure 5-5: The concentration of windows within full face image for overlapped and non-
overlapped subdivision schemes of extended Yale B face dataset under different quality conditions, 

where yellow and white squares represent selected and non-selected blocks respectively.  
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Table 5-1: Best performing minimal number of image windows for whole/parts of face images. 

Face Image Part N1 N2 Subset1 Subset2 Subset3 Subset4 Subset5 
WO WNO WO WNO WO WNO WO WNO WO WNO 

Full 160 24 5 4 9 5 18 17 21 7 28 11 
Top 50 8 14 4 14 6 14 7 9 3 17 6 
Middle 50 8 10 7 13 5 30 4 9 5 10 3 
Bottom 60 8 14 4 32 8 26 8 12 4 25 4 
Left Half 80 12 6 4 20 6 21 8 22 3 13 5 
Right Half 80 12 15 3 20 12 13 5 23 8 15 10 
First Quarter 40 6 20 5 23 4 22 4 9 2 12 3 
Second Quarter 40 6 13 4 21 3 24 6 11 4 19 2 
Third Quarter 40 6 20 6 27 5 28 4 12 3 16 2 
Fourth Quarter 40 6 11 5 20 6 29 6 14 5 22 6 

 

In fact, in very few cases does the full set of windows achieve the same optimal 

accuracy, indicating that there are many windows that are redundant or irrelevant and 

their inclusion is equivalent to the addition of non-discriminating features which could 

result in impairing rather than improving recognition accuracy. We noticed that the 

biometric system needs to use from (3%) to (80%) of the whole/part overlapped face 

image for recognition. The optimal set of windows (i.e. subset of features) of the face 

image depends mainly on two factors: (1) the quality of the whole/part face image and 

(2) the location of the available part within the full face image. For example, the top part 

of the face yields lower HTER than the middle and bottom parts under bad and good 

illumination conditions. The right half results in lower HTER than the left half under 

bad and good illumination conditions. The second face image quarter (top right) gave 

lower HTER than other quarters under bad illumination conditions.  

Fig. 5-6 shows quality aware incremental fusion of overlapped face image windows for 

full, middle and left whole/parts of face images. We can notice from all these charts (A, 

B and C) in Fig. 5-6 that HTER decreases sharply after fusing a few windows of 

parts/whole face images in all quality conditions. However, more windows are used by 

the biometric system for some parts of the face image than others to obtain good 

performance. We notice also that the drop in HTER of full face images is faster than 

partial face images (left and middle). Such behaviour is expected since there are many 

features in the full face images as opposed to partial face images which can be exploited 

to select the most discriminative ones. After that, HTER begins to increase for partial 

images, including the full face images, especially in low quality conditions. This can be 

attributed to adding more bad quality or no useful features to the basic set of 

discriminative features of the face images.  
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Figure 5-6: Quality aware incremental fusion of overlapped face image windows for full, middle and left 

whole/parts of extended Yale B face images (standard-based evaluation), where (Incremental_window_ 

ID axis represents top-down ranked overlapped windows).  
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We did not notice such a rapid increase in HTER in the good illumination conditions, 

but actually what happened is that HTER increased slightly and then it settled on this 

level until fusing all whole/part face image windows (or features). Such stability of 

HTER in the good illumination conditions occurred because of adding more features of 

less discriminative ability, but good quality has little influence on the overall HTER of 

the biometric system. Finally, we argue that there is a need to use a different number of 

windows (or features) for each quality condition and different facial image part. This 

can lead to the remarkable conclusion that the biometric system has to determine 

adaptively the number of discriminative features for classification based on two criteria: 

(1) quality of whole/part face biometric sample, (2) the location of partial face image 

within full face image. 

 

5.4.2 Experiment 2 

The main goal of this set of experiments is to present the quality-ranked performance 

evaluation of the IPFS using the extended Yale B face database. Such evaluation is 

important because, in realistic operational scenarios, there is no such organization of the 

qualities of face images into different subsets as in the manner organized in the 

extended Yale B face database. In practice, the quality of the biometric sample has to be 

assessed and mapped to one of the predefined quality levels and then the biometric 

system can proceed to other stages of quality-based conditional processing. Fig. 5-7 

show the charts of the HTER values for the experiments conducted on the evaluation set 

of images from the extended Yale B face database to evaluate the performance of IPFS 

at two different illumination levels.  

These experimental results confirm again the success of the IPFS in counteracting the 

variations in the illumination conditions. Also these results reveal that fusing few 

overlapping/non-overlapping windows suffices to achieve the optimal accuracy rates in 

all parts across different illumination quality levels. These conclusions also apply 

equally to all illumination quality levels without using any illumination normalization 

procedures. Table 5-2, below, shows the minimum number of overlapping/non-

overlapping windows needed to achieve the optimal HTERs in all different parts of the 

face images. In fact, in very few cases the full set of windows achieve the same optimal 

accuracy indicating that many windows are redundant and their inclusion result in 

impairing rather than improving accuracy.  
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         (A) Minimum_Overlapping_Windows                         (B) All_Overlapping_Windows 

   

        (C) Minimum_NonOverlapping_Windows                    (D) All_NonOverlapping_Windows 

 

                                                        (E)  Whole_Face_Image 

Figure 5-7: Performance of IPFR using overlapping and non-overlapping subdivision schemes in 

comparison to whole face images (without division) of extended Yale B face dataset (quality-ranked 

evaluation) for evaluation set of database.  
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In general, we notice from Table 5-2 that there is a need to use more overlapped face 

image windows in low quality conditions. 

 

Table 5-2: Best performing minimal number of image windows for whole and parts of face images. 

Face Image Part N1 N2 High Quality Level Low Quality Level 

WO WNO WO WNO 

Full 160 24 18 7 71 13 

Top 50 8 13 4 15 5 

Middle 50 8 7 3 18 3 

Bottom 60 8 10 8 17 7 

Left Half 80 12 13 8 18 5 

Right Half 80 12 17 6 26 5 

First Quarter 40 6 9 3 13 3 

Second Quarter 40 6 10 2 22 4 

Third Quarter 40 6 14 5 23 4 

Fourth Quarter 40 6 16 5 19 6 

 

Figure 5-8 below shows the performance of the IPFS using development and evaluation 

sets of face images of extended Yale B face database. 

 

 

 

 

 

 

 

  

 

 

 

 

 

 

Figure 5-8: The performance of IPFS in terms of HTER performance measure for development and 

evaluation set of face images of the extended Yale B face database (quality-ranked evaluation). 
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Fig. 5-9 shows quality aware incremental fusion of overlapped face image windows of 

full, middle and left whole/parts of facial images (quality ranked evaluation). The charts 

(A, B and C) in Fig. 5-9 confirm similarly that HTER decreases sharply after fusing a 

few windows of face images in all quality conditions for whole/part face images. We 

can notice also that such decrease in HTER for full face images is the fastest. After that 

the HTER begins to increase in low quality conditions for these parts, including the full 

face images. Also, the trend of these curves in the good illumination conditions is still 

similar to the trend of the curves in charts (A, B and C) of Fig. 5-6 in the same 

conditions. The trend shows that HTER dropped quickly after fusing few windows and 

began to increase a little, and then settled at this level until fusing all face image 

windows. To sum up, the quality ranked evaluation of IPFS shows clearly the 

significance of these schemes in improving the recognition accuracy of the biometric 

system, especially in low quality conditions. 
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Figure 5-9: Quality aware incremental partial fusion of full, middle and left whole/parts of face images 

from extended Yale B face database (quality-ranked evaluation), where (Incremental_window_ ID axis 

represents top-down ranked overlapped windows). 

 

 

5.4.3 Experiment 3 

This group of experiments aims to evaluate the IPFS using the Yale B face database of 

different quality conditions (i.e. pose and illumination) in the traditional way. Since the 

results of the last two groups of experiments show that an overlapped subdivision 

scheme outperforms a non-overlapped scheme, we decided to use only an overlapped 

scheme in this group of experiments. Table 5-3 below shows the minimum number of 

overlapping windows needed to achieve the optimal HTERs in all different parts of the 

face images.  

 

Table 5-3: Best performing minimal number of image windows for whole /parts of face images, for 

Pose3 only. 

Face image part N1 Subset1 Subset2 Subset3 Subset4 Subset5 

WO WO WO WO WO 

Full 160 14 23 31 34 94 

Top 50 14 17 18 35 18 

Middle 50 40 7 17 21 20 

Bottom 60 10 3 6 23 16 

Left Half 80 11 15 21 14 21 

Right Half 80 16 4 18 27 11 

First Quarter 40 11 7 13 24 11 

Second Quarter 40 10 6 18 19 8 

Third Quarter 40 12 3 14 10 12 

Fourth Quarter 40 7 5 10 20 12 
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Fig. 5-10 below shows the charts of the HTER values for the experiments conducted on 

the evaluation set of images from Yale B face database to evaluate the performance of 

IPFS.  

  

(A) Minimum_Overlapping_Windows                            (B) All_Overlapping_Windows 

 

(C) Whole_Face_Image 

Figure 5-10: Performance of the proposed IPFS using overlapping subdivision scheme in comparison to 

whole face image (without division) of Yale B face dataset (standard-based evaluation), for Pose P3 only. 
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comparison, chart (C) in Fig. 5-10 shows the performance of the holistic face 

recognition scheme, without partitioning. These experimental results confirm the 

success of the IPFS in counteracting the variations in illumination and pose quality 

conditions. Also, these results reveal that fusing few overlapping windows suffices to 
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achieve the optimal accuracy rates in all parts across different quality conditions. These 

results add evidence about the efficacy of IPFS to deal with different quality conditions 

(i.e. pose + illumination). To conclude, all these experiments confirm that there are 

redundant or bad quality features in the face images across different quality conditions. 

There is a need for some adaptive mechanism to avoid or prevent these features being 

included in the classification process. Fig. 5-11 presented below shows the quality 

aware incremental fusion of partial information of full, middle and left whole/parts of 

Yale B face images. We can notice from charts (A, B, C) in Fig. 5-11 that HTER 

decreases sharply after fusing a few windows of face images in all quality conditions. A 

similar faster decrease in HTER for full face images was also observed. After that, 

HTER begins to increase monotonically for these parts, including full face images, 

especially in low quality conditions. We did not notice such a rapid increase in HTER in 

the good quality conditions, but actually what was observed was only a small increase 

in HTER, which then settled at this HTER until fusing all full/part face image windows 

(or features). To sum up, the results of these three groups of experiments do confirm the 

need to use quality aware adaptive incremental partial fusion schemes to counteract the 

fast changes in the quality of biometric samples. 

 

 

 

5.5 Summary and Conclusions 

There is an increasing interest in developing robust recognition techniques for 

unconstrained environments. In such uncontrolled environments the users will be 

uncooperative and the acquired biometric images will be partially occluded or hidden. 

In addition, in certain specific situations some parts of the body may be destroyed in 

accidents caused by fire, explosion or natural disasters. The viable approach to deal with 

such situations is to recognize individuals based on their partial face images. Hence, in 

this chapter, we investigated and developed a novel incremental adaptive fusion scheme 

to deal primarily with partial face images in the presence of variations in illumination 

and pose quality conditions. The IPFS enables the biometric system to use a small 

number of overlapping/ non-overlapping windows (< 4% error rate in the whole face) 

to achieve a significantly high accuracy rate which compares well with state-of-the-art 

schemes (Ruiz-del-Solar et al., 2009). 
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Figure 5-11: Quality aware incremental fusion of full, middle and left whole/parts face images of Yale B 

face database (standard-based evaluation) for Pose P3 only, where (Incremental_window_ ID axis 

represents top-down ranked overlapped windows). 
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The fact that these conclusions apply equally to all illumination quality conditions 

without any illumination normalization procedures, implies that IPFS is robust against 

extreme variations in lighting conditions. Our experiments show that the required 

percentage of facial images for achieving the optimal performance of face recognition 

varies from (3%) to (80%) of face image (partitioned using overlapped subdivision 

scheme) according to face image quality and also the location of the available partial 

face image whereas authentication accuracy improves significantly, especially for low 

quality face images. Such variation in the  required percentage of face images for 

recognition signify the important point that there is a need to employ adaptive 

techniques to deal with such fast changes in the quality of face images. Future work will 

address these issues, as well as the influence of individual differences on the 

performance of the incremental partial face recognition. In addition, the possibility will 

be considered of using such an approach for partially occluded sequence of face images 

in the videos by selecting the most discriminative features or blocks of face images 

from several or all available frames and reconstructing a new face image for 

recognition. Finally, biometric quality measures and also the relative entropy measures 

explained earlier help us to gain more insight into developing more robust and efficient 

techniques to make biometric systems aware of fast changes in the quality of the 

biometric samples. In the next chapter, we will explain how to select the most typical 

and representative biometric templates to train the biometric system. The selection 

process will depend on biometric quality measures and clustering techniques.  
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Chapter 6  

Adaptive Biometric Template Selection 

To deal with severe variation in recording conditions, most biometric systems acquire 

multiple biometric samples, at the enrolment stage, for the same person and then extract 

their individual biometric feature vectors and store them in the gallery in the form of 

biometric template(s), labelled with the person‟s identity. The number of 

samples/templates and the choice of the most appropriate templates influence the 

performance of the system.  The desired biometric template(s) selection technique must 

aim to control the run time and storage requirements while improving the recognition 

accuracy of the biometric system.  

The rest of this chapter
5
 is devoted to elaborating on and discussing a new two stages 

approach for biometric template selection. This approach uses a quality-based clustering, 

followed by a special criterion for the selection of an ultimate set of biometric templates 

from the various clusters. Then the adaptive version of the same approach is developed 

to select adaptively a specific number of templates for each individual. The number of 

biometric templates depends mainly on the performance of each individual (i.e. gallery 

size should be optimised to meet the needs of each target individual). The existing state-

of-art approaches in the literature are reviewed and the experimental results are 

presented to show the efficacy of the developed approach. 

 

 

6.1 Biometric Template Selection Schemes: Literature Survey 

Biometric systems are used in different applications. Some of these applications have 

only one biometric sample and others have more samples available for each person. We 

can state those two problems as follows (Tan et al., 2006):                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                               

One Sample Problem: Given one biometric sample for each individual and the 

biometric system should recognize those individuals under different recording 

conditions such as (pose, expression, illumination) using only this sample. 

                                                
5 The content of this chapter has been published in (Abboud and Jassim, 2010). 
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Multiple Samples Problem: Given a set of biometric samples (W) for each individual 

and you have to select (Z) samples from this set such that (Z<W). The selected samples 

have to represent the variability and typicality in this data set. 

Those two problems can be regarded as one problem which is biometric system training. 

In the literature, there are commonly used approaches to selecting the biometric samples. 

The most commonly used methods in the literature are RANDOM and MDIST.  

RANDOM is used to select several biometric samples (i.e. templates) randomly. The 

MDIST (Jain et al., 2003; Uludag et al., 2004) is a systematic template selection scheme 

where the Z samples are selected to have maximum similarity (using the chosen 

matching score/distance function) with other biometric samples from W biometric 

samples. Note that the multiple samples problem approach can be used to solve one 

sample problem by generating new biometric samples from an available few ones. For 

example, we can generate profile biometric samples (left and right poses) from a frontal 

profile sample (frontal pose) (Tan et al., 2006). Also, the abundant biometric samples 

which are available during system operation can be used to improve the 

representativeness of individuals in the biometric system by selecting the most 

representative samples among them (Li et al., 2008; Jain et al., 2003; Uludag et al., 

2004). The main characteristics of those two problems are summarized in Table 6-1.  

 

Table 6-1: Comparison between multiple samples vs. one sample problems (this table reproduced from 

(Tan et al., 2006)) 

 One Sample Problem Multiple Samples Problem 

Applications Smart cards (national ID, driver‟s license,  

passport, credit cards), law enforcement 

Information security , human-

machine interaction, 

entertainment 

Advantages Lower costs of collecting , storing and 

processing samples 
More training samples available, 

higher robustness, plenty of 

statistical tools for use 

Disadvantages Small size of training samples, lower 
robustness performance, fewer available 

methods and tools. 

Higher collecting, training and 
storing costs 

 

In the case of multiple biometric samples, there are three basic approaches:
 
(1) select a 

group of biometric samples from the available set of samples for each individual and 
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store the extracted biometric features directly in the database of labelled persons (Li et 

al., 2008; Jain et al., 2003; Uludag et al., 2004; Liu and Wang, 2008); (2) extract 

biometric features from the available set of biometric samples and then combine all 

these features in one super template to be stored in the database (Ross et al., 2006b; Jain 

and Ross, 2002; Ryu et al., 2005); (3) combine all available raw biometric samples 

together in one sample mosaic and then extract biometric features from this one sample 

to be stored in the database (Ross et al., 2006b; Jiang and Ser, 2002; Zhu et al., 2005). 

The success of the second and third approaches assumes careful selection of the initial 

small set of biometric samples. Here, we focus on the multiple selection problem 

whereby these samples could become available during one or multiple enrolment 

sessions, such that each individual has the least but most representative number of 

biometric samples in the gallery, as shown in Fig. 6-1.  

 

Figure 6-1: Biometric template selection process (adapted from (Olvera-López et al., 2005)). 

 

Recent advances in data mining techniques of classification and clustering seem to have 

motivated the use of such tools in developing new approaches to solving the multiple 

biometric template selection with the aim of improved efficiency and performance. This 

has resulted in the emergence of a number of schemes. The approaches proposed in the 

literature for biometric template(s) (or prototype(s))
6
 selection problem are described as 

either (1) Editing-based (2) Clustering-based, but both approaches share similar 

underlining data mining tools based on the use of classification and clustering. These 

algorithms generally result in improved accuracy and data reduction but the main 

problem is search time complexity. 

                                                
6 In this chapter, the biometric templates are sometimes called prototypes or instances. Both terms are 

used interchangeably. 
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6.1.1 Editing-based Approaches  

These approaches deal with the problem of biometric template selection such as editing 

training sets mostly in the nearest neighbour-based classification (Olvera-López et al., 

2010a). The one exception is the use of Genetic Algorithms (GA) (Kuncheva and 

Bezdek, 1998; Zhang and Sun, 2002) as a training data reduction technique by seeking 

the optimal prototype training set in the search space. The drawback of the GA 

approach relates to the difficulty of assured convergence, especially for a large 

population.       

The aim of editing is to obtain a reduced training set from a given set of all biometric 

samples consisting of appropriate representatives of available classes. Some editing 

approaches work in an incremental mode, while others work in decremental mode. 

Condensed Nearest Neighbour method (CNN) (Hart, 1968; Angiulli, 2007; Chien-Hsing 

et al., 2006), Selective Nearest Neighbour rule (SNN) (Ritter et al., 1975), Reduced 

Nearest Neighbour algorithm (RNN) (Gates, 1972), Instance Based Learning (IBL) 

algorithms (Brighton and Mellish, 2002), and Decremental Reduction Optimisation 

Procedure (DROP) algorithms (Wilson and Martinez, 1997) are examples of editing-

based selection algorithms.  All these methods depend on the Nearest Neighbour (NN) 

classification rule to select prototypes. If the selected prototypes are used to train the 

NN classifier-based system, then these algorithms have good performance for 

classification accuracy and data storage reduction, otherwise there will not be the same 

performance if other classifiers (such as neural networks) are used (Olvera-López et al., 

2009). Backward Sequential Edition (BSE) algorithm solved the problem of 

dependency using backward sequential search with different types of classifiers in the 

selection and classification steps (Olvera-López et al., 2009). However, there are two 

main drawbacks with these approaches: (1) incremental editing algorithms depend on 

the initial randomly selected prototypes for each individual and in such cases the 

number of selected templates may be unstable if outliers are selected, and (2) 

decremental algorithms start from the whole training set of all samples and this may 

lead to a small reduction in the number of biometric samples (i.e. gallery size). The 

effectiveness of incremental and decremental algorithms relies strongly on the stop 

criterion. For example, the decremental algorithms may stop after just two iterations and 

this leads to a large gallery size which is close to the size of the original training set T. 
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6.1.2 Clustering-based Approaches  

These approaches deal with the problem of biometric template(s) selection by 

partitioning the original training set into clusters and then selecting representative 

biometric template(s) from each cluster. In the literature, there are few clustering-based 

techniques. Uludag et al. (Uludag et al., 2004) used clustering techniques to group 

different fingerprint impressions into different clusters using agglomerative complete 

link clustering algorithm and then selecting one prototype impression from each cluster. 

Lumini et al. (Lumini and Nanni, 2006) adopted the fuzzy C-means method to divide 

signatures into clusters and then select an optimal number of clusters and their 

prototypes. Prototype Selection based on a Clustering method (PSC) (Olvera-López et 

al., 2010b) also depends on C-means clustering algorithm to determine the number of 

clusters and their representative prototypes.  

DEND and MDIST are two methods developed by Jain et al. (Jain et al., 2003; Uludag 

et al., 2004) to select biometric templates systematically. DEND captures different 

characteristics of biometric templates (intra-class variations) or minimum similarity 

among them, while MDIST captures common characteristics or maximum similarity 

among biometric templates. MDIST is a non-clustering-based selection method that 

works as follows: it starts by computing the average distance between each biometric 

template and other templates and then it ranks these templates according to their 

average distances, and finally selects the specific number of templates of smallest 

average distances. Although the DEND and MDIST algorithms outperform the non-

systematic template selection, their performances are affected by a number of issues. 

Moreover, these algorithms select biometric templates just by inspecting each client 

biometric sample regardless of their representativeness to other clients, and they need 

the biometric templates number parameter to be specified before starting the selection 

process (Freni et al. ,2008). Moreover, none of these selection methods accounts for the 

inherent differences in performance of the biometric systems for different individuals.   

In this chapter we aim to present a new quality-adaptive clustering-based multiple 

template selection scheme that addresses the problem of specifying in advance the 

number of templates and exploit the individual differences mentioned above. We first 

describe our chosen clustering technique as well as the wavelet-based quality measure 

to be used in our proposal. To the best of our knowledge, this is the first attempt to use 

sample quality information to solve the multiple samples problem (i.e. template(s) 

selection), although the use of quality measure has synergies with the use of MDIST. 
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6.2 The Chameleon Clustering Algorithm 

Chameleon algorithm (Karypis, et al., 1999) is a graph-based hierarchical clustering 

algorithm, known to overcome certain limitations of other clustering algorithms. For 

example, most clustering algorithms try to find clusters that fit some static model and 

hence cannot find clusters of variable sizes. First a graph is constructed whose nodes are 

the objects of clustering (in our case the face images) and from each node, edges are 

created to its k-nearest neighbours, weighted using the adopted similarity measure. The 

edge between two objects exists if the objects corresponding to the nodes are among the 

k-most similar objects. There are two main advantages of using k-nearest neighbour to 

construct a graph: (1) objects that are far distance are totally disconnected (2) captures 

the neighbour objects dynamically. The main property of the chameleon algorithm is 

that it merges clusters by taking into consideration the internal characteristics of the 

clusters by computing their relative inter-connectivity and relative closeness. The 

Chameleon algorithm operates on the sparse graph and discovers dataset clusters in two 

stages as shown in Fig. 6-2. In the first stage it partitions the graph into a large number 

of relatively small sub-clusters of data items (Karypis and Kumar, 1998). This stage 

minimizes similarities between data points in different subbands (i.e. minimizes the 

edge cutting the sub clusters). The second stage uses an agglomerative hierarchical 

clustering algorithm by repeatedly merging these sub-clusters.  For more details, see 

(Karypis and Kumar, 1998).  

 

 

Figure 6-2: Chameleon clustering algorithm process (adapted from (Karypis et al., 1999)). 
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6.3 Quality Assessment Algorithms 

DWT is a common image processing tool that is used for many applications including 

image de-noising, image fusion and quality assessment. The DWT decomposes a face 

image into a number of subbands, each of which provides a distinctive representation of 

the face image, and hence a biometric sample, at different scales and frequency 

subbands. The main drawback of the downsampling operation is that with DWT the 

outcome is not shift invariant. This can be remedied by using the RDWT which does 

not apply the downsampling operation, so that all the resulting subbands have the same 

size as the original image. The RDWT can capture the temporal content of the input 

signal and also the frequency content at all scales. In this method, we adopted quality 

measure introduced by (Vatsa et. al, 2007, 2008) described in section (2.4) in the 

frequency-based subsection in equation (2-22). In addition, we have adopted other 

quality measures from section (2.4) to create quality vector which are: illumination 

(equation (2-5)), sharpness (equation (2-6)), brightness (equation (2-7)), pose (equation 

(2-11)) and resolution (equation (2-16)), for more information about these biometric 

quality measures, please refer to section (2.4). These quality measures are used to create 

a quality vector for each assessed face image as shown in Fig. 6-3.  

                               

 [1,0.96,0.81,0.81,0.91,1]             [0.4, 0.96, 0.85, 0.91,1, 1]          [1, 0.80,1, 0.9,0.7, 1] 

Where quality vector of face image [P,I,B,C,E,R] represents:  

P: Pose, I: Illumination , B: Brightness, C: Contrast ,  

E: Edge and R: Resolution 

Figure 6-3: Quality vector creation process. 
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These measures (or a set of fused quality measures) are used in our developed method 

since it can assess the quality of face image in terms of edge information, blurriness, 

illumination, head pose, brightness, resolution and noise present in the face image. In 

addition, we have used these quality assessment algorithms instead of our developed no 

reference quality measures (SALQI , MH) to assess the quality of face images because 

the later measures are mainly designed to assess only the global illumination quality of 

the face images.  

 

6.4 State-of-Art Approaches for Biometric Templates Selection 

The problem of biometric template(s) selection can be stated as follows: biometric 

system has (W) biometric samples and it should select (Z) of them such that (Z<W). In 

the literature, there are common used approaches to select the biometric samples for the 

biometric systems. The most common used methods in the literature are RANDOM and 

MDIST. RANDOM is used to select several biometric samples (i.e. templates) 

randomly while MDIST is another widely used method for systematic selection of a 

number of biometric templates. We have decided to use them for comparison purposes 

with our proposed quality guided approach for biometric template selection (explained 

in next section). 

RANDOM In this method, randomly select (Z) biometric samples (i.e. templates) from 

the available set of (W) biometric samples 

MDIST In this method (Jain et al., 2003; Uludag et al., 2004), (Z) biometric samples 

(i.e. templates) are selected systematically which have maximum similarity with other 

biometric samples (i.e. templates) from the available set of (W) biometric samples. This 

method
 
work following three main steps. 

Step 1: Create a matrix of the pair-wise distance scores between the (W) biometric 

samples. 

Step 2:  For the  biometric sample, compute its average distance score,  from 

the other (W-1) biometric samples. 

Step 3:  Rearrange the list of biometric samples in ascending order of their average 

distance scores.  The first (Z) images in that list constitute the template set (T). 

jth dj
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6.5 Adaptive Biometric Template Selection 

In this procedure, the chameleon clustering algorithm uses the quality information 

provided by the biometric quality feature vectors, described above, to group the 

biometric samples (i.e. face images) of similar qualities in the same cluster, and then 

selects the most representative and typical biometric samples (templates) from these 

clusters. The main rationale for clustering biometric samples based on their qualities is 

to select them from the whole quality spectrum (i.e. low, middle, and high). In this way, 

the selected biometric samples (i.e. templates) have the different characteristics of each 

person (i.e. capture a large number of intra-class variations). The number of biometric 

templates will be determined adaptively by making the gallery size fit the needs of each 

individual since there are inherent differences in performance among different 

individuals, as shown in several studies (Doddington et al., 1998; Yager and Dunstone, 

2007, 2010; Hicklin et al., 2005; Wittman et al., 2006; Poh and Kitler, 2008a; Poh et 

al.,2006). Consequently, our algorithm includes a pre-processing step to determine the 

number of required biometric templates for each individual. Fig. 6-4 illustrates the 

algorithm‟s pre-processing block which consists of two main components: 

 

 (1) MDIST component: This is used to select one biometric sample (template) for each 

individual in a systematic way. These biometric templates are used initially to be 

fed into the next stage of this block (CNN algorithm). MDIST is used as an 

alternative to random selection to avoid ending up with noisy or outlier templates in 

the CNN procedure. 

 

(2) CNN component: This represents the core of the pre-processing block used to edit 

the prototypes (biometric templates) of each individual to check its 

representativeness in contrast to other individuals, and determines the required 

number of biometric templates for each individual. It works by first initialising the 

edited set E with the output from the MDIST stage, and then grows incrementally 

according to the specific criteria until all the prototypes of the original training set T 

are classified.  The number of biometric templates for each individual is limited by 

available storage resources in the computing device, as described below using 

variable (Max storage) in the pseudo code of the modified CNN algorithm. 
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Figure 6-4: Templates Number Pre-Processing Block. 

 

Maximum Allowed Number of 

Templates for Each Individual 

(Max) 

Input face Images (W) 

of (N) Individuals 

Select One Biometric Template per Each Individual using MDIST 

Algorithm 

Determine the number of Templates for Each Individual Using CNN 

Individuals Templates Number {  ,   ,…………….,   } 

 Step 1: C instances                 are initially selected using MDIST 

algorithm, such that            (one instance per class) 

Step 2:                            

Step 3:         

Step 4:   is classified using   as training set 

Step 5: Let   be the set of misclassified instances in   

Step 6: If ((   ) and (number of templates in   <= Max storage)) then  

                 (a)       

                 (b)       

Step 7: Stop 
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Figure 6-5: Adaptive (Hybrid) biometric template selection approach. 

 

Fig. 6-5 above shows the whole process of the quality guided approach for biometric 

template selection. We can summarize this method as follows: 

Maximum Allowed Number of 

Templates for Each Individual 

(Max) 

Input face Images (W) 

of (N) Individuals 

Select One Biometric Template per Each Individual using MDIST 

Algorithm 

Determine the number of Templates for Each Individual Using CNN 

Individuals Templates Number {  ,   ,…………….,   } 

Quality Assessment of Face Images 

Group images Based on their Qualities into (  ) Clusters 

Select (  ) Prototype Templates from (  ) Clusters 

Template Sets {   ,   ,…………….,   } 

 

        END 

START 
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6.6 Experimental Database and Testing Protocol 

We have used three different face databases with different quality conditions to evaluate 

our proposed approach. The characteristics of these databases are described in Table 6-2 

and some examples are presented in Fig. 6-6. In this protocol, the database images are 

divided randomly into two sets. The first set of face images were used to conduct the 

selection experiments and the second set of face images were used to evaluate the 

performance of the biometric system. This process was repeated twice by reversing the 

Step 1: Start 

Step 2: W=number of face images; N=number of individuals; Max=maximum 

available storage for each individual. 

Step 3: Determine the number of templates for each one of the individuals 

                         .  

Step 4: For I =1: N 

Step 5: Assess the quality of each biometric sample in the group of W biometric 

samples of subject (I) using biometric quality measures (which were 

explained in section 6.3) to obtain the set of quality vectors. 

Step 6: Use Chameleon clustering algorithm (which was explained in section 6.2) 

to group these quality vectors of biometric samples into different quality 

clusters.  

Step 7: Select one biometric sample (i.e. template) from each cluster by doing the 

following: find the centroid of each cluster obtained from Step 6 which 

is an average of all quality vectors inside cluster. Then select biometric 

sample (i.e. template) whose quality vector has the closest distance from 

the centroid of the cluster  

Step 8: The templates which have been selected in Step 7 constitute the biometric 

template set of individual (I).          

Step 9: Repeat 

Step 10: End 
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order of used sets of face images. The results reported in the next section represent the 

average of both trials. No pre-processing (illumination normalization) techniques were 

used in these experiments. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 6-6 : Sample images of three face databases. 

 

Table 6-2: Characteristics of three face databases. 

 

Database Number of 

Subjects 

Number of 

Samples 

Glasses Lighting Expression Pose Occlusion 

EYB 38 64 X √ X X X 

UMITS 20 ≈ 20 √ X X √ X 

AR 126 26 √ √ √ X √ 

                         

                       (1) Extended Yale B (EYB) face database 

 

                         

           (2) Sheffield (UMITS) face database 

 

                         

                                                              (3) AR face database 
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Where (√) and (X) refer to existence and absence of related quality condition 

respectively 

 

1) Extended Yale B (EYB) face database: it provides an excellent testing platform for 

extreme variation in illumination quality conditions (Georghiades et al., 2001). This 

database has been described previously in section (3.5). 

2) UMITS face database: multi view face database consisting of 564 face images of 20 

individuals, each covering a wide range of poses from profile to frontal views 

(Graham et al., 1998). Subjects cover a range of race/gender/appearance. 

3) AR face database: contains 26 frontal images with different facial expressions, 

illumination conditions and occlusions of (126) subjects (Martinez et al., 1998). 

Images of each subject were recorded in two sessions 14 days apart. Only non-

occluded face images of (100) subjects were used in our experiments. 

 

 

6.7 Experimental Results and Discussion 

We conducted experiments to compare the performance of our proposed algorithm, 

referred to as “Q”, with that of the RANDOM and MDIST algorithms referred to as “R” 

and “M” respectively. In what follows, face image quality is divided into two quality 

levels (    ,     ), where       and      are the high and low quality levels of the face 

images respectively. The face image quality range [0-1] and also k-templates are 

selected for k=1…5. In all the following experiments, we evaluated the biometric 

system performance at different quality levels (Ranked Evaluation) since in real-life 

scenarios, the biometric system should evaluate the quality of the input face image and 

then map it to a suitable predefined quality level. The random selection procedure was 

repeated randomly three times to obtain the final templates set.  

 

6.7.1 Experiment 1: Non-adaptive Biometric Template Selection 

In this section, we discuss the experimental results of selecting the same number of 

biometric templates for all individuals, regardless of their recognition difficulty. We 

used the same approach shown in Fig. 6-6, except that the number of templates is the 
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same (or fixed) for all individuals, so the templates number pre-processing component 

is not used to determine the number of templates since there is no need to do that. Table 

6-3 shows error rates (EER) for the experiments conducted on the extended Yale B face 

database.  

   Table 6-3: Extended Yale B face database error rate (EER). 

Method Evaluation Q-Level 1T 2T 3T 4T 5T 

 

Random 

 

Ranked        30 17 10 2 1 

      40 33 26 16 16 

Non-Ranked None 32 26 22 11 11 

 

 

MDIST 

 

Ranked        3 1 1 1 1 

      21 22 19 15 15 

Non-Ranked None 19 18 16 14 14 

 

 

Quality 

Ranked        3 3 2 1 1 

      20 17 13 7 5 

Non-Ranked None 17 12 9 5 4 

 

We observed from the results if the quality of the face image keeps persisting at      , 

then 3 or 4 biometric templates of Q or M method is enough to obtain good biometric 

system performance (low EER) at this level. However, in such a quality condition, the 

biometric system needs to use 4 biometric templates of R method to obtain similar EER 

to either M or Q methods. To obtain the best performance in low quality conditions  

      , 4 or 5 templates of Q method should be used. We can conclude from this 

observation that whenever illumination is distributed equally across all regions of the 

face image (i.e. well illuminated), then M and Q selection methods have comparable 

performance, while in severe illumination conditions (bad quality conditions) at       , 

the Q method has superior performance among the selection methods using 4 or 5 

selected biometric templates. To sum up, Q method selection is better and more stable 

than R and M methods selection for biometric systems in different illumination quality 

conditions. Now, we explain how the quality-guided method used to group face images 

of different orientations (i.e. poses) into different clusters with the aim of selecting 

images of different poses from them. Table 6-4 shows error rates (EER) for the 

experiments conducted on the Sheffield (UMITS) face database.  



Chapter 6.  Adaptive Biometric Template Selection 

 

115 

 

   Table 6-4: The UMITS (pose) database error rate (EER). 

Method Evaluation Q-Level 1T 2T 3T 4T 5T 

 

Random 

 

Ranked        9 20 10 6 11 

      35 21 17 23 12 

Non-Ranked None 36 29 15 24 12 

 

 

MDIST 

 

Ranked        17 8 8 9 7 

      29 19 12 12 15 

Non-Ranked None 25 17 11 12 13 

 

 

Quality 

Ranked        16 9 8 6 6 

      28 18 12 11 8 

Non-Ranked None 26 17 11 10 8 

 

We observed from the results of this database that if the face images are in frontal 

position or almost close to the frontal orientation facial images      , then the biometric 

system can use 3 biometric templates to obtain reasonable recognition accuracy (EER 

=10).  However, if we are looking for less EER (i.e. better performance) at this 

level ,then it should use 5 biometric templates of Q or M method to obtain (EER =6). 

By looking at the results of face images at      , we can notice that 4 or 5 selected 

biometric templates of Q method gave less EER. The earlier observation adds another 

confirmation besides that obtained from the extended Yale B face database results, 

namely that the biometric templates selection using the Q method in bad quality 

conditions is the best among the biometric selection methods. It is thanks to the 

biometric quality measures that help us to select the most suitable and robust biometric 

templates for different quality conditions. In addition, we have to point out that the M 

method attempts to capture maximum similarity between biometric samples, while the 

Q method attempts to capture minimum similarity between them. Then for face images 

of different orientations (poses), the Q method selected face images that have different 

characteristics (i.e. orientations), while the M method selected similar characteristics 

among biometric samples for each individual. For the last face database, Table 6-5 

presented below shows error rates (EER) for the experiments conducted on the AR 

database. For this database, we used in our experiments only those face images that 

have expression and illumination variations.  
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  Table 6-5: AR database error rate (EER). 

Method Evaluation Q-Level 1T 2T 3T 4T 5T 

 

Random 

 

Ranked        23 15 13 10 10 

      26 22 21 21 19 

Non-Ranked None 25 18 17 17 15 
 

 

MDIST 

 

Ranked        14 14 11 9 9 

      21 16 13 13 12 

Non-Ranked None 19 17 14 14 12 
 

 

Quality 

Ranked        14 12 10 7 7 

      18 13 11 11 11 

Non-Ranked None 19 14 13 12 11 

 

We noticed that if the input face images have small variations in the expression and 

illumination         , then 4 or 5 biometric templates were selected by using the Q or M 

method gave less EER. To obtain best performance in such a quality condition, the 

biometric system needs to store templates of the Q method. In the low quality 

conditions (large variations in the illumination and expression), the error rates increased 

and the Q method gave less EER than all selection methods. M and Q methods have 

comparable performance across different quality levels of this database. We can 

conclude from the results of this database and the extended Yale B face database results 

that illumination conditions have a disproportionate influence on the performance of 

face recognition systems. Therefore, there is a need to store more than one biometric 

template to counteract such variations in the quality of the biometric samples.  

Finally, we have to mention that the real benefit of biometric template selection 

schemes in improving the performance of the biometric system is noticeable for 

biometric system which was evaluated using extended Yale B face database images. 

This happened because of the availability of many samples per each individual in this 

database there are (64) samples, while in the UMITS and AR face databases there are 

only a few samples, around only (20) samples for the biometric template selection 

process. We also are aware that our approach selected the most representative biometric 

templates for each affecting quality factor such illumination separately. However, in 

practical applications may be all these factors appear simultaneously and influence the 

final performance, hence in the future work will use databases that have all these effects.    
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6.7.2 Experiment 2: Adaptive Biometric Template Selection 

The aim of conducting these experiments is to investigate the possibility of biometric 

template selection in an adaptive way for each individual. Figures 6-7, 6-8 and 6-9 show 

the results of the experiments conducted on the three face databases to compare the 

performance of adaptive and non-adaptive schemes of biometric template selection. We 

evaluated the biometric system performance at different quality levels (Ranked 

Evaluation). Also, the biometric system was evaluated using the traditional method (i.e. 

input all biometric samples without separating them into several quality levels). In these 

figures, X.H and X.L refer to the high and low quality levels of the rank-ordered 

method, while X.None refers to the non-ranked evaluation method; where X represents 

one of the biometric templates selection methods (R, M or Q).  

The results of the extended Yale B face database (see Fig. 6-7) revealed that the 

adaptive scheme of biometric template selection has almost the same performance (EER) 

of its counterpart 3-templates or 4-templates non-adaptive scheme. The adaptive scheme 

reduced the number of biometric templates required to be saved in the biometric system 

by (26%) to obtain around the same performance of the former 4-templates non-

adaptive scheme, while it gave better performance than the 3-templates non-adaptive 

scheme, with reduction in storage requirements by (2%). The adaptive selection of the 

Q and M methods results in best closeness to the performance of 3-templates or 4-

templates non-adaptive selection schemes in different illumination conditions, in 

contrast to the R method non-adaptive selection scheme that increases error rate. We 

can notice also from these results that if the biometric system uses 1 or 2 biometric 

templates in the non-adaptive scheme, then it will save more storage resources but at the 

expense of degradation in the performance of the biometric system, while if the 

biometric system uses 5 biometric templates, then the performance will improve at the 

cost of using more storage resources.  

Let us look at the results of the Sheffield (UMITS) face database (see Fig. 6-8). We can 

notice that the adaptive selection of the biometric templates using the Q method results 

in about the same performance (EER) in comparison with the 4-templates non-adaptive 

selection scheme, with a little sacrifice in performance. However, the M and R methods 

performance could not get close to any of the non-adaptive schemes. The adaptive 

selection scheme reduced the storage requirements of the biometric system by (4%) and 

(22%) compared with the 4 and 5 templates non-adaptive selection schemes 

respectively. We can conclude from earlier observations that the Q method produced 
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robust and stable selection among the selection methods for variations in face 

orientations (i.e. poses). 
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Figure 6-7: Non-adaptive Vs. adaptive approaches of biometric template selection for extended Yale 

B face database (illumination), where k-templates are selected for k =1…5. 
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Figure 6-8: Non-adaptive Vs. adaptive approaches of biometric template selection for UMITS 

face database (pose), where k-templates are selected for k =1…5. 
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Figure 6-9: Non-adaptive Vs. adaptive approaches of biometric template selection for AR face database 

(illumination and expression), where k-templates are selected for k =1…5. 
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For the AR face database (see Fig. 6-9), we can notice that the adaptive selection of 

biometric templates using either the M or Q method gave almost the same EER in 

comparison with its counterpart 3 or 4 templates non-adaptive selection schemes. 

However, the selection of the R method results in more EER than their counterpart non-

adaptive schemes. The adaptive selection scheme reduced the required storage resources 

by (17%) and (34%) compared with the 4-templates and 5-templates non-adaptive 

selection schemes respectively. All earlier results and observations confirm that the Q 

method is the best among the biometric selection methods compared. The Q method 

selected biometric templates by accounting for different quality conditions of biometric 

samples. Such quality-based adaptive selection of biometric templates has twofold 

impacts on biometric systems: (1) reducing the storage requirements by making the 

gallery size satisfies the needs of each person properly (i.e. resizing gallery size) (2) 

reducing the matching errors of the biometric systems. 

Fig. 6-10 shows the percentages of individuals who have built their galleries by using 

this number of biometric templates. Chart (A) of the extended Yale B face database 

revealed that most individuals (42%) need to store two biometric templates, while 

others need to store a different number of biometric templates (3, 4 or 5). Such 

variations in the number of biometric templates among individuals supported the claims 

about the need for adaptive techniques to deal with each individual separately. Such 

individual-based techniques will improve the performance of biometric systems in 

different quality conditions. Now if we look at the results of the Sheffield (UMITS) face 

database chart (B), we can see only three groups of individuals. All individuals have 

used three or more biometric templates to model properly these variations in face pose. 

One or two biometric templates are not enough to obtain adequate representation (i.e. 

modelling) of each individual in such a quality condition. The AR face database results, 

as shown in chart (C), revealed interesting distribution of the individuals across 

different biometric template numbers. We can notice there are five individual classes 

depending on the number of biometric templates used. Also, all individuals in the other 

two databases (in different quality conditions) have used a different number of 

biometric templates. The obvious conclusion from earlier observations is that one 

biometric template is not enough to represent any individual within the population in 

different quality conditions such as a change in the illumination conditions, large 

variations in the expression (or pose) or combination of all these variations in the 

biometric sample quality. Therefore, biometric systems have to store more than one 
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biometric template to obtain sufficient representation of each individual and also to 

resist all these dynamic variations in the biometric patterns. Otherwise, we have to use 

more complex one-sample-based recognition approaches or other techniques to 

counteract the influences of biometric sample quality change between enrolled and 

input biometric samples. To sum up, the number of groups and their associated number 

of templates depend on the different quality conditions of the biometric sample. 

 

      

              (A) Extended Yale B face database                          (B) UMITS Pose face database 

 

 

                       (C) AR face database 

Figure 6-10: Individual percentages for each biometric templates number category, where the numbers (1, 

2, 3, 4 and 5) refer to the number of biometric templates. 
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6.8 Summary and Conclusions 

The main conclusions from all these experiments: (1) systematic biometric template 

selection gave better and more stable results than random selection; (2) our approach 

can group images of the same quality into the same cluster so that such grouping can 

reap several benefits for biometric systems such as (a) pre-processing biometric samples 

based on their qualities (b) biometric templates selection and update; (3) the adaptive 

way of biometric template selection provides an important tool to make a balance 

between required biometric system performance (i.e. accuracy) and the available storage 

resources. Based on previous conclusions, we can say that the Q method provides 

another alternative for biometric template selection. Also, we have to mention that only 

one type of feature extraction techniques (wavelet-based) and classifiers (i.e. nearest 

neighbour) were used in these experiments, however in the future work will test the 

representativeness of selected biometric templates by using other classifiers and feature 

extraction techniques. Moreover, the experimental results of this chapter and chapter 4 

about biometric information content confirm that the performance and intrinsic 

characteristics (i.e. information content) of each individual or group of individuals were 

different (not fixed) in different quality conditions. Hence, we require adaptive (or 

dynamic) techniques to make a biometric system more robust and dynamic to deal with 

such rapid changes in the quality of biometric samples. In the next chapter, we will 

present how the biometric system can change the decision threshold of a face 

recognition system dynamically, with the aim of improving the recognition accuracy 

and reinforcing the security of a biometric system. 
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Chapter 7  

Adaptive Decision Making 

We conclude the investigations conducted for this thesis by investigating the effect of 

face image quality on the last step in the face recognition process, namely the decision 

making step. The investigations carried out and reported in the previous chapters have 

shown the superior recognition performance that resulted from using quality-based 

adaptive pre-processing procedures, fusion strategies, partial recognition schemes and 

template selection schemes. This chapter focuses on how to adjust the decision 

threshold of face recognition systems adaptively based on the quality of input face 

images. This chapter
7
 is devoted to elaborating on and discussing quality-based adaptive 

decision making. Existing evaluation methods in the literature are explained and 

detailed. Experimental results are presented to show inaccurate and accurate evaluations 

in different scenarios.  

 

7.1 Introduction 

Many schemes have emerged to enhance the performance of face recognition by dealing 

with poor quality facial images. However, the performance of face recognition schemes 

under different quality conditions, reported in the literature, is evaluated using a non-

adaptive decision threshold which is not practical in real-life applications. It is 

important to realise that the reported average accuracy of these schemes does not reflect 

their performance for any specific quality level. In fact this problem could be a source 

of attack on the verification stage through manipulating the recording condition and 

could also increase the error rate of face recognition systems. Quality-adaptive 

approaches to biometric recognition help in mitigating the effects of low quality 

biometric samples, and help to improve recognition accuracy. However, the way the 

performance of quality-based adaptive schemes is measured, in terms of average EER 

and average DET, may give rise to unexpected consequences due to inconsistency in 

selecting the operation point (i.e. threshold). In most biometric applications, e.g. video-

                                                
7 The work in this chapter is inspired by the theme of this thesis and the content of this collaborative 

effort published in (Al-Assam, Abboud and Jassim ; 2011). 
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based iris recognition systems, there are many poor quality biometric samples (Dong et 

al., 2009) that have less chance of being accepted by the system. Hence one can argue 

that using the same threshold for biometric samples of different quality condition 

increases the FRR of the biometric system, as detailed in (section 7.4) Grother and 

Tabassi (Grother  and Tabassi, 2007) raised some concerns about measuring biometric 

accuracy under different quality conditions, and argued that evaluation measures such as 

DET do not show the effect of the biometric sample quality on the FAR and FRR 

separately and also do not show the biometric system performance at different quality 

levels. Therefore, they suggested using quality ranked evaluation to remedy the 

previous problems of accuracy measures. In fact, they have shown that assessing the 

performance of biometric systems at separate quality levels gives more insight into the 

behaviour of these systems under different quality conditions (Grother  and Tabassi, 

2007). Moreover, such assessment highlights the strength and weakness of different 

feature extraction and matching algorithms at each quality level. This will eventually 

lead to building more robust biometric systems by adaptive selection of biometric 

algorithms. 

 

7.2 Literature Survey 

This section focuses on existing research work in the literature that has been done in the 

area of face recognition evaluation. Xie et al. (Xie et al., 2008) evaluated the 

performance of their developed illumination pre-processing algorithm for CMU PIE and 

Extended Yale B face databases, and reported (99.8%), (79.4%), (76.1%) and (78.3%) 

recognition rates for subset2, subset3, subset4 and subset5 of the extended Yale B face 

database respectively.  Križaj et al. (Križaj et al., 2010) developed an enhanced face 

recognition method based on SIFT features, and reported recognition rates (100%), 

(100%), (83.2%) and (82.3%) for subset2, subset3, subset4 and subset5 respectively for 

the extended Yale B face database. Moreover, they reported different results using 

different feature extraction methods for the same subsets of the database. Based on LDA, 

they reported (100%), (99.8%), (56.3%) and (51%), whereas based on the PCA, they 

reported (93.6%), (55%), (16.7%) and (22%). Many other approaches in the biometric 

literature (Gross and Brajovic, 2003; Wang et al., 2004; Jassim and Sellahewa, 2005; 

Vucini et al., 2007; Xie and Lam, 2006; Wayman et al., 2005; Li and Jain, 2004; Zhoa 

et al., 2003) have evaluated the performance of the biometric recognition system in a 
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similar way. In practice, such performances are difficult to achieve in real-time 

applications because one cannot reproduce the recording conditions associated with 

these subsets. 

Recently, some approaches have used quantitative biometric quality measures to adapt 

biometric recognition schemes whereby the decision threshold is changed dynamically 

based on the quality of the biometric samples. Dong et al. (Dong et al., 2009) developed 

an adaptive approach to dynamically change the decision threshold of an iris recognition 

system based on the quality of iris images to improve the recognition accuracy. 

Castilllo-Guerra et al. (Castilllo-Guerra et al., 2008) developed a method that adaptively 

set a threshold for each individual speaker for identification to improve the recognition 

accuracy. Lo (Lo, 2005) developed a method based on dynamic decision threshold to 

enhance the performance of fingerprint recognition systems. Poh (Poh and kittler, 2011; 

Poh et al., 2010a) proposed device-specific quality-based score normalization (or 

calibration) techniques to minimize the degradation caused by cross device matching by 

utilizing both quality measures and device information. Also, they compared different 

quality-based score calibration techniques depend on how the relationship between 

quality measures and scores is modelled into (i) direct modelling (ii) modelling via 

quality cluster (iii) modelling with device information. These quality-based score 

calibration techniques are implicitly change the decision threshold of the biometric 

system dynamically using quality measures by mapping the original raw matching 

scores into the another normalized score space and adaptively use suitable decision 

threshold for transformed domain after fusing normalized scores. Although these 

approaches relied on a dynamic threshold to improve the recognition rate, they did not 

implement the quality ranked evaluation described in (Grother  and Tabassi, 2007) for 

practical evaluation across different quality levels (section 7.4 highlights the practical 

importance of quality rank).  

Here we shall expand on these ideas to remedy the problems associated with the use of 

fixed matching thresholds for face recognition, and develop a quality adaptive that 

imposes two requirements: (1) the matching threshold should be adjusted adaptively 

based on the quality of input images (2) at the verification stage the quality level of an 

input face image should be determined and classified into one of an non-overlapping 

predefined quality levels.  These requirements are essential for developing environment-

aware biometric schemes.  
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7.3 Experimental Database and Testing Protocol 

The extended Yale B face database is used in this set of experiments (Georghiades et 

al., 2001). This database was explained previously in section (3.5).  In all experiments, 

the first three images per user from subset1 were selected as reference images to form 

the gallery set and all the remaining images were used for matching based on the 

Euclidean distances. For a subset (or a quality level) i, if N i is the number of testing 

images, then the number of client tests= Ni × 38, and the number of imposter tests= (Ni 

× 37 x 38) /2. No pre-processing (i.e. illumination normalization) algorithms were used 

in these experiments. 

 

7.4 Experimental Results and Discussion 

In this section, we present two sets of experiments. The first set aims to show that the 

results typically reported of face recognition evaluation based on different illumination 

subsets are practically inaccurate, and clarify the hidden assumption behind the reported 

results. It also presents the actual performance of face recognition without Adaptive 

Quality Based Threshold (AQBT) (i.e. fixed decision threshold), and compares it with 

the reported results using different illumination subsets. The partitioning is based on an 

arrangement of cameras and lighting sources rather than on a quantitative measure that 

can be determined from the resulting images. Hence, evaluating the performance of face 

recognition in each of the five illumination subsets separately is laboratory-based 

evaluation, and cannot reflect reality. The biometric quality measures provide a 

reasonable base for partitioning the database and practical evaluation of accuracy rate.  

In the second group of experiments, we partition the biometric samples into a number of 

non-overlapped quality levels and test the performance of the corresponding AQBT. It 

can be argued that this group of experiments is more realistic and of practical relevance 

compared to the first set. 

To gain more insight into face recognition evaluation, we used in our experiments three 

Features Extraction Techniques (FETs), namely PCA, LDA, and DWT. For DWT, we 

selected the pyramid scheme, which decomposes an image into 3k + 1 subbands (LLk; 

HLk ;LHk; HHk; : : : ;HL1;LH1;HH1) at a resolution level of k where the LLk subband is 

considered as the k-level approximation of I, while HLk, LHk, and HHk captures vertical, 

horizontal and diagonal features of the image. In all experiments, LH3 (LH at the third 

level of decomposition) is used for the DWT. 
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7.4.1 Experiment 1: Laboratory-based Face Recognition Evaluation 

Figures 7-1, 7-2 and 7-3, in addition to Tables 7-1 and 7-2, show the results of the first 

group of experiments. Figures 7-1, 7-2 and 7-3 show the actual (i.e. practical) 

authentication accuracy in terms of FAR and FRR, based on a fixed (i.e. non-adaptive) 

decision threshold (Operating Point (OP)) for the three FETs respectively. The OP that 

gives the EER (FAR=FRR) using subset 1 images is selected as a fixed OP, and applied 

consistently to the other subsets (i.e. from subset 2 to subset 5). The three figures 

illustrate how the FRR increases significantly based on the fixed OP when moving from 

subset 1 to the other subsets (2, 3, 4, and 5).  

Fig. 7-1, for example, reports FRR= {0, 25.8, 83.5, 100, 100} % for the subsets 1, 2, 3, 

4 and 5 respectively, based on PCA as FET using fixed OP.  For authentication 

purposes, these high FRRs indicate that the possibility of rejecting a genuine individual 

of low or average quality face images (i.e. subsets (3, 4, and 5)) is high. Nevertheless, 

for biometric identification applications, such usage of fixed OP in different quality 

conditions can be exploited by criminals to fool the face recognition systems by 

manipulating the quality of facial images (Wein and Baveja, 2005). The earlier results 

show that applying the same threshold (i.e. fixed or non-adaptive threshold) for 

different quality conditions is impractical due to the significant increase of FRR when 

using average and low quality face images.  Table 7-1 presents the actual (i.e. practical) 

face authentication accuracy in terms of FAR % and FRR % using the three FETs and 

the five subsets without using AQBT (i.e. fixed OP). It can be seen that the high FRR 

such as (83.5%, 100%, and 100 %) for the PCA in the subsets 3, 4, and 5 respectively 

makes a face recognition system impractical using fixed OP, and shows the need for 

AQBT. 

Table 7-1: Actual Results without AQBT (Practically Accurate) Based on the Five Subsets and Three 

FETS. 

FET Subset1 Subset2 Subset3 Subset4 Subset5 

FAR FRR FAR FRR FAR FRR FAR FRR FAR FRR 

PCA 0.00 0.00 0.18 25.80 0.02 83.5 0.00 100 0.00 100 

LDA 0.00 0.00 0.00 01.60 0.00 36.6 0.00 97.6 0.00 100 

DWT(LH3)  0.00 0.00 0.00 16.91 0.00 59.1 0.00 99.1 0.00 99.7 
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Figure 7-1: Actual authentication accuracy in terms of FAR and FRR of the five subsets based on PCA. 
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Figure 7-2: Actual authentication accuracy in terms of FAR and FRR of the five subsets based on LDA. 
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Figure 7-3: Actual authentication accuracy in terms of FAR and FRR of the five subsets based on DWT 

(LH3). 
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Table 7-2 shows experimental evidence on how vision researchers typically evaluated 

the performance of the biometric system. It shows authentication accuracy in terms of 

FAR and FRR evaluated at the five subsets of the extended Yale B face dataset for the 

three FETs. We argue that the reported results, based on non-adaptive decision 

thresholds, are practically inaccurate. In fact, we argue that these results rely on a 

hidden assumption, that is, presuming the use of AQBT or any other accurate systemic 

mechanism to change decision threshold adaptively based on the quality of face images.  

In other words, the decision threshold has been changed implicitly based on the default 

five illumination subsets. We also show in the second set of experiments that the 

mentioned assumption is practically inaccurate due to the overlap between qualities of 

five subsets. 

Table 7-2: Actual Results without AQBT (Practically inaccurate) based on the Five Subsets and Three 

FETS. 

FET Subset1 Subset2 Subset3 Subset4 Subset5 

FAR FRR FAR FRR FAR FRR FAR FRR FAR FRR 

PCA 0.00 0.00 2.25 2.25 18.35 18.35 35.41 35.41 46.46 46.46 

LDA 0.00 0.00 0.00 0.00 05.66 05.66 38.75 38.75 48.88 48.88 

DWT(LH3)  0.00 0.00 0.17 0.17 02.05 02.05 11.58 11.58 22.57 22.57 

 

 

7.4.2 Experiment 2: Operational-based Face Recognition Evaluation 

The first group of experiments highlights the importance of using AQBT for achieving 

good face recognition accuracy across different quality conditions. The main idea of 

AQBT is to divide face image qualities into quality levels so that for each quality level 

there is a decision threshold (OP) that enables the system to achieve the optimal 

accuracy. In realistic operational scenarios of biometric systems, there is a need to use a 

systemic mechanism (quality measure) at each authentication or identification attempt 

to quantify the quality of an input face image. Once the quality of input face image is 

known, the biometric system maps dynamically this image to a specific quality level 

and uses an appropriate decision threshold of this quality level. We used the LQI quality 

measure to assess the quality of testing images. The face image qualities are assessed 

using the LQI measure which was described in section (2.5) equation (2-9). In practice, 
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the LQI of an image with respect to another reference image is calculated for each 

window of size 8x8 pixels in the two images, and the average of these entire blocks 

defines the LQI of the entire image. Based on the Extended Yale B face database, the 

reference image used to calculate the LQI index is the average face image of all 38 

individuals (i.e. the average of the frontal pose and in direct illumination image 

(P00A+000E+00) of each subject) (Bovik and Wang, 2002; Sellahewa and Jassim, 

2010). By measuring the face images qualities of the five subsets of the extended Yale 

B using the LQI, we found that the image qualities of the subsets are overlapped and, 

therefore, it is not feasible to systemically identify the subset of a given image 

accurately. In other words, AQBT cannot be applied effectively on the predefined 

subsets of the extended Yale B face database due to the mentioned overlapping.  To 

achieve accurate evaluation of face recognition under different quality conditions, we 

divided face images from the database into three well-separated groups (or quality 

levels) according to their LQIs.  The three quality levels are selected because there is a 

noticeable difference in the performance between these levels compared to the 

performance using 4 or 5 quality levels (Grother  and Tabassi, 2007). Quality Level 1 

(QL1), LQI  ] 0.88 1] represents good quality images, which is roughly similar to 

subsets 1 and 2. Quality Level 2 (QL2), LQI    [0.75- 0.88], represents medium/average 

quality images, which is roughly similar to subset 3 and Quality Level 3 (QL3), LQI  

 [0-0.75[, represents low quality images, which is roughly similar to subsets 4 and 5. 

Table 7-3 reports the actual authentication accuracy in terms of FAR % and FRR % of 

the three FETs for each of the three quality levels without using AQBT. It can be 

noticed that the FRR % is high in QL2 and QL3 due to the use of a fixed decision 

threshold.  

Table 7-3: Actual Results without Using AQBT based on the Five Subsets and Three FETS (non-

adaptive decision making) 

FET Quality Level 1 Quality Level 2 Quality Level 3 

FAR FRR FAR FRR FAR FRR 

PCA 5.11 5.11 3.74 51.43 0.32 95.28 

LDA 0.00 0.00 0.06 32.50 0.03 94.00 

DWT(LH3)  2.78 2.78 1.52 7.14 0.09 72.30 
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Table 7-4, on the other hand, shows the actual authentication accuracy in terms of 

FAR% and FRR % of the three FETs for each of the three quality levels based on 

AQBT.  It can be noticed that using AQBT and quality ranked-levels leads to gaining 

better insight into the actual performance of the face recognition system under different 

quality levels (ranks). It is important to mention that in Table 7-4, the quality-based 

adaptive decision threshold is selected to achieve the EER at each quality level. 

However, using AQBT and quality ranking offers flexibility in selecting OPs for each 

quality level, in addition to producing actual and practical results.   

 

Table 7-4:  Actual Results Using AQBT based on the Five Subsets and Three FETS (adaptive decision 

making) 

FET Quality Level 1 Quality Level 2 Quality Level 3 

FAR FRR FAR FRR FAR FRR 

PCA 5.11 5.11 17.43 17.43 40.80 40.80 

LDA 0.00 0.00 05.59 05.59 40.33 40.33 

DWT(LH3)  2.78 2.78 03.95 03.95 22.45 22.45 

 

 

Fig. 7-4 below is presented to show the performance of FETs in terms of HTER (please 

refer to equation (5-2)) across different quality levels. We can notice from these results 

that the performance of these FETs varies with different quality conditions. At Quality 

Level 1 (QL1), all FETs have low error rate but LDA has the lowest error rate among 

them. Also, the performance of DWT is close to the performance of LDA algorithm 

while PCA is the worst among them in this quality state. At Quality Level 2 (QL2), 

LDA and DWT have almost the same performance and PCA has the highest error rate 

compared with them. In the worst quality condition (Quality Level 3), the performance 

of DWT is far better than other FETs (LDA, PCA). This can be attributed to the ability 

of frequency transforms to provide valuable tools for signal processing and analysis. 

Frequency information content conveys richer knowledge about features in 

signals/images that should be exploited to complement the spatial information.  
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Figure 7-4: Performance of FETs in terms of error rate (HTER) across different quality levels. 
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7.5 Summary and Conclusions 

We have shown in this chapter how we can change the decision threshold of face 

recognition schemes adaptively, based on the quality input face images. We have 

demonstrated that the experimental results of such systems do not have strong relevance 

in practice and cannot be attained in real-life applications. This could be remedied by 

imposing two requirements: (1) the biometric system should implement an Adaptive 

Quality-Based Threshold (AQBT), and (2) the quality levels use quality measures. In 

addition, we have noticed that the performance of FETs varies with the quality of input 

face images. The results of this chapter provide additional evidence about the necessity 

of developing quality-aware biometric techniques with the aim of improving 

recognition accuracy and security of biometric systems. As future work, we will try to 

develop a function (or model) that uses quality measures as input to determine the 

suitable threshold for specific quality condition or level with aim of improving the 

performance and security of biometric system. 
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Chapter 8  

Conclusions and Future Work 
 

Biometrics is the method of recognizing the identity of the person based on 

physiological and/or behavioural characteristics. Biometrics is used in a wide range of 

daily life activities including military, civilian and commercial applications. Also these 

uses are widened beyond constrained one sample verification systems such as passport 

or driving licences to person recognition in unconstrained environments such as visual 

surveillance or recognition at a distance (face or iris recognition on the move). Many 

studies in the literature show the huge impact of biometric data quality on the 

performance of biometric systems, for example, ( Poh et al., 2010b; Wong et al., 2010; 

Poh et al., 2009b; Roli et al., 2008; Grother and Tabassi, 2007). In this thesis, we 

investigated the problems related to quality of face images and how their influences on 

the whole face recognition system can be mitigated by developing quality-aware 

adaptive techniques.  

 

8.1 Summary of the Work 

In what follows, we summarise the work done in this thesis and highlight the benefits of 

exploiting biometric quality measures to improve various components of face biometric 

systems. The work conducted thought the thesis and the results reported support the 

conclusions that the developed procedures result in more robust and efficient face 

recognition schemes against the changes in the quality of facial images due to a long list 

of covariate factors such as illumination, pose, expression, etc.  

 

(1) Adaptive Biometric Sample Enhancement 

At the outset of this study, we reviewed the existing work in the literature about quality 

assessment of facial images. Two novel no-reference biometric quality measures were 

developed for face images in the spatial domain; the first is called SALQI and the 
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second is called MH. By analysing the distribution of these biometric quality measures 

for differently illuminated face images (in the Yale-B database) before and after 

Histogram equalisation normalisation procedure, a new adaptive biometric enhancement 

(i.e. the QSAHE pre-processing) strategy has been developed to select the best way of 

restoring the quality of facial images. The main benefit of using adaptive quality-based 

enhancement is the avoidance of excessive unnecessary enhancement that may cause 

undesired effects/artefacts (Yao et al., 2008). We tested the performance of a wavelet-

based face recognition scheme, using the QSAHE algorithm, and demonstrated 

noticeable improvements in the performance of the adaptive face recognition system 

over the corresponding non-adaptive scheme. This technique can be applied on different 

regions of the face image when image quality degradation is not distributed uniformly 

across the image. The results from regional applications raised the following question: 

is the distribution of discriminative information in different regions of face images 

affected by different quality conditions? This was investigated next. 

 

 

(2) Biometric Information Content in Terms of Image Quality  

Relative Entropy (RE) of a user‟s biometric features is the amount of information that 

distinguishes the user out of a given population. We investigated RE and biometric 

quality measures to understand the relationship between face biometric discriminative 

information and accuracy of face-based authentication in the presence of different 

quality conditions. Our work confirmed that severe image quality degradation may 

result in more than a (75%) drop in RE vales in face images. We have established that 

different feature extraction techniques (FET) have different RE values under different 

recording conditions. . We have demonstrated that for different FETs there is a strong 

positive correlation between RE and accuracy. The results confirm the superiority of 

wavelet-based FETs over PCA in terms of RE values and accuracy rates across different 

image quality levels. Our experiments also revealed noticeable individual differences in 

RE values, which can be exploited to develop customised secure face recognition 

schemes. These results provide strong motivation to exploit the information provided by 

biometric quality and RE measures to develop quality-aware adaptive techniques for 

pattern recognition problems. 
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(3) Adaptive Incremental Fusion of Partial Information  

The earlier results on regional investigations were motivated by the observation that 

different illumination conditions result in varied shadowing effects in different face 

regions. Shadowing does have occlusion-like effects. Such problems have partly 

motivated several investigations into the use of partial facial features (e.g. nose, eyes, 

mouth, etc) for face recognition. As a result we recognized the need to develop new 

quality adaptive fusion of regional feature vectors.  An incremental fusion of partial 

biometric information represents a viable approach for recognition in such 

circumstances. Such fusion schemes use the optimal ratio (i.e. optimal features subset) 

of partial face images in each different quality condition. We have demonstrated that for 

full face images such schemes enhance authentication accuracy significantly. In 

addition, our experiments showed that the required percentage of facial images to 

achieve optimal performance varies from (3%) to (80%) of the face image according to 

the quality of face image and also the location of available partial face image. Such 

variation in the required percentage of face images for recognition signifies an 

important point: that there is a need to use dynamic or adaptive techniques to deal with 

such rapid changes in the quality of face images. These results inspired us to go further 

to investigate the influence of biometric templates representativeness on the 

performance of the biometric systems. 

 

(4) Adaptive Biometric Template Selection 

Biometric template(s) selection is the commonly used technique to deal with the 

problem of selecting (B) biometric samples among (A) samples such that (B<A) and is 

of most importance for uncontrolled recognition scheme when there could be extreme 

variation in recording conditions. The number of biometric templates depends mainly 

on the performance of the recognition scheme for each individual (i.e. the gallery size 

should be resized to the needs of this individual). The adaptive selection of a specific 

number of templates for each individual is an appropriate way to deal with differences 

in performance between individuals. We have developed a quality-based template 

selection scheme using clustering techniques. The main conclusions the results of the 

experiments that tested the performance of the developed template selection system 

demonstrated a variety of benefits including: (a) significant storage reduction with 



Chapter 8. Conclusions and Future Work 

 

140 

 

improved matching efficiency (b) provides an important tool to make a balance between 

required performance (i.e. accuracy) and the available storage resources.  

 

 

(5) Adaptive Decision Making  

We finally investigated quality-based adaptive matching operation thresholds of the 

biometric system. We have developed and implemented an Adaptive Quality-Based 

Threshold (AQBT) at the decision level. The appropriate quality-based matching 

thresholds perform well as long as the quality level of input face images are accurately 

mapped into one of the non-overlapped predefined quality levels. Such a technique 

protects the biometric system from abuse by attackers who try intentionally to change 

the quality of their biometric traits with the aim of proving or disproving their identities.  

In short, our investigations and the corresponding experiments provide strong support 

for the viability of quality-based adaptive face recognition schemes for improved 

performance and pave the way for the development of environment-aware recognition 

systems. Such a scheme should take into account the various conclusions outlined here. 

 

 

8.2 Future Research Directions 

The work reported in this thesis, not only demonstrated the viability of quality-based 

adaptive face recognition schemes but highlights several potential research directions to 

be explored in the future. Some of the more notable directions can be listed below: 

 

 Developing quality measures for video-based recognition systems: We can 

develop quality measures for pose, expression, resolution, focus and sharpness and 

combine them together to obtain one normalized quality score for each frame inside 

the video. Based on these quality scores, we can select the most suitable frames or 

regions of these frames for recognition. Also, we can investigate more about quality-

based video-based adaptive face recognition to improve the recognition accuracy of 

these systems. 

 

 Developing adaptive multibiometric systems: We can take this work further by 

consolidating evidence from multiple sources (i.e. use several modalities such as 
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face, iris and gait) and adaptively use one or more of these modalities depending on 

the current quality conditions. Such usage of traits will boost the performance of the 

biometric system and enhance security levels. Moreover, we have to mention that 

biometric systems change their behaviour and architecture not only based on the 

quality of biometric signals but also depending on the perceived threat or risk, user 

constraints and user preferences.  

 

 

 Use relative entropy measures to develop new techniques for pattern 

recognition problems: Such an approach is expected to use relative entropy (RE) to 

develop new fusion techniques by fusing the features extracted by different feature 

extraction techniques. RE can be utilized to develop new evaluation metrics to 

complement existing ones in the literature such as (FAR or EER). Moreover there is 

a need to investigate the incorporation of entropy measures to develop a new 

approach to evaluate different feature extraction techniques by measuring the 

discriminative ability of features produced using these techniques. Finally, there is a 

need for rigorous investigation to discover the potential applications of RE measures 

in the biometrics research area. The distribution of RE measure and quality analysis 

presented in chapter 4 of this thesis can benefit efforts to develop incremental partial 

fusion schemes. 

 

 

 Developing new techniques for face recognition at a distance: There is an 

increasing interest in face recognition systems that can work in unconstrained 

environments where users will be uncooperative and biometric data acquired in non-

ideal conditions (Ao et al., 2009; Vera-Rodriguez et al., 2010; Yao et al., 2008; Choi 

et al., 2010). The developing robust face recognition techniques in such stressful 

acquisition environments, is of great interest. We are also interested in investigating 

heterogeneous face recognition (Klare and Jain, 2010), as well as face recognition for 

forensics (Jain et al., March, 2011). 

 

 Partial face recognition using compressive sensing theory techniques: we can use 

compressive sensing techniques to develop robust partial face recognition schemes. 

Compressive sensing enables to represent the face image using a small set of linear 
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measurements. Also, it has proven to be a powerful apparatus for acquiring, 

representing, and compressing high dimensional signals such as face images.    

 

 

 Use biometric quality measures to update enrolled biometric templates: Several 

studies in the literature confirm that there is a need to update the biometric templates 

after enrolment; hence we can use biometric quality measures to update the biometric 

templates of all individuals. Also, we can develop quality-based individual-based 

update schemes. 
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